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1. INTRODUCTION

Security standards and guidelines related to secure system development and management play a critical role
in security assurance, certification, and evaluation [Jaskolka 2020]. Effective security assurance often demands
compliance with domain-relevant secure development methodologies and/or security standards. Documenting
and demonstrating such compliance is challenging as we are often dealing with complex systems with many
requirements and intertwined processes. This makes it difficult to gather sufficient evidence to support assurance
claims and to support traceability for compliance checks.

Structured assurance case models are a popular tool for developing an evidence-based approach for arguing,
assessing, and assuring that a specified set of critical claims regarding a system’s properties are adequately
justified for a given application in a given environment [GSN Working Group 2018]. Using patterns to construct
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assurance case models enables us to maintain the structure of the argument by generalizing specific details so
that they can be instantiated in multiple different situations as appropriate [Alexander et al. 2011]. This helps to
facilitate reuse and incremental refinement of the assurance case. In this paper, we present a security assurance
argument pattern called Secure Development Decomposition. This pattern is one of several (see Fig.|1) that form
the primary building blocks of a structured security assurance case model. The intents of these patterns are:

—Security Requirements Decomposition: Provides a claim decomposition to argue that if the system under
consideration satisfies its asset protection requirements and secure development process requirements as
prescribed by a relevant security standard, then it is adequately secure and compliant with the standard.

—Security Property Decomposition: Provides a claim decomposition to argue that if the system under consideration
exhibits each of its security properties (e.g., confidentiality, integrity, availability, authenticity, accountability, etc.),
then it satisfies all of its asset protection requirements [Jaskolka et al. 2021].

—Secure Development Decomposition: Provides a claim decomposition to argue that if the system under consid-
eration is developed using an adequate set of secure development processes that are defined and implemented
in accordance with a relevant secure development methodology and/or security standard, then it satisfies all of
its secure development process requirements.

We use the pattern template provided by [Kelly and McDermid [1997] for describing assurance case patterns
to describe the Secure Development Decomposition pattern. The template is adapted from the Gang of Four
template [Gamma et al. 1994]. It uses the Goal Structuring Notation (GSN) [GSN Working Group 2018] to
graphically describe the structural details of the pattern, and rather than sample source code, it includes sample text
for the eventual assurance case. The proposed pattern supports compliance for secure development processes. It
provides a claim decomposition derived from a variety of activities and tasks that must be defined and implemented
as prescribed by existing secure development methodologies or security standards from different application
domains. The pattern is intended for those certifying an already developed system at certification time and can
enable system manufacturers, evaluators, regulators, and certifiers, as well as researchers and students, to
formulate and evaluate well-reasoned and compelling arguments supporting the development of secure systems
in compliance with a secure development methodology or standard. We show how to apply the proposed pattern
for a system from the automotive domain to demonstrate compliance with ISO/SAE 21434 [2020].

The rest of this paper is organized as follows. Section [2| provides a background on representing argument
patterns using GSN. Section 3| presents the proposed argument pattern. Section [4] gives an illustrative application
of the pattern to demonstrate compliance with secure development methodologies and security standards for
an automotive system. Section [5] presents some related literature on security assurance argument patterns and
compliance. Section [p]discusses the strengths and limitations of the proposed argument pattern. Finally, Section
provides conclusions and proposes future research directions.

2. BACKGROUND

Secure development methodologies refer to the set of processes and activities that are incorporated and undertaken
as part of a typical system development lifecycle. Examples of such methodologies include UMLsec [Jurjens 2002],
SecureUML [Lodderstedt et al. 2002], and ASE [Uzunov et al. 2015]. Secure development methodologies are
process-centric, and aim to improve the security attributes of a given system [Uzunov et al. 2015]. They can be
the products of research, or they can be included or prescribed in security standards. Compliance with secure
development methodologies is an important aspect for an effective security assurance argument that can be given
in the form of assurance case models.

Assurance case models provide a reasoned and compelling argument formed by combinations of structured
claim decompositions, supported by a body of evidence, that a system, service, or organization will operate
as intended for a defined application in a defined environment [GSN Working Group 2018]. Assurance case
argument patterns have been proposed to support the modular and incremental development of large and complex
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Fig. 1. Argument patterns for structured security assurance case models

assurance cases [Firestone and Cohen 2018};|[Fong and Wheeler 2018; |[Hawkins and Kelly 2013; Kelly 1998;;
Warg and Skoglund 2019; [Wassyng et al. 2015]. The idea with argument patterns is that an assurance case
(whether for safety, security, or another concern) can be developed by assembling and reusing a collection of
successful argument structures. This idea has been compared to software design patterns [Gamma et al. 1994]
and architecture patterns [Garlan and Shaw 1993]. The aim of using argument patterns is to address the issues of
ad hoc reuse of components and structures from previously constructed assurance cases, such as inappropriate
reuse of artefacts, lack of consistency, lack of traceability, and loss of knowledge [Kelly and McDermid 1997].

Assurance cases and argument patterns must be clearly documented to enable them to be developed, applied,
discussed, challenged, presented, and reviewed among stakeholders, and maintained throughout the product
lifecycle. The documented argument of the assurance case should be structured to be comprehensible to all
relevant system stakeholders and it should also be clear how the evidence is being asserted to support the
argument [GSN Working Group 2018]. There are a number of notations and existing tools for developing and
documenting assurance cases, and the most popular of these is a graphical notation that can be used to visualize
arguments called Goal Structuring Notation (GSN) [Kelly 1998]. Presenting and structuring arguments using
GSN can help provide assurance of critical properties, such as those related to safety, security, and resilience
of systems, services, or organizations. This paper adopts the GSN Pattern Notation to visualize and present
the argument structure. The GSN Pattern Notation is an extension of core GSN and a summary of its graphical
elements is provided in Fig.[2] The description of each of these elements is extracted from [GSN Working Group
2018].

3. SECURE DEVELOPMENT DECOMPOSITION PATTERN

We present a security assurance argument pattern called Secure Development Decomposition. The pattern
provides a claim decomposition to demonstrate that the complex secure development processes and procedures
required by many security standards and methodologies have been adequately performed and are supported by
evidential artefacts.

3.1 Derivation of the Pattern

Evidence that secure development processes and all the associated activities and tasks have been adequately
defined, executed, and managed in compliance with secure development methodologies or standards relevant to
the specific domain context forms an important part of a security assurance argument. Developers need to provide
sufficient evidence that they have defined and implemented adequate processes and procedures for developing
a secure system. Similarly, certifiers need to evaluate the provided evidence and accompanying argumentation
to determine compliance to gain confidence that the system has been developed in a adequate manner with
consideration for security concerns at all stages of the development lifecycle. There is a need to decompose the
processes to ensure that each had been adequately performed to support the claim that the system has been
developed in a way that security security has been adequately considered throughout. Poor decomposition can
lead to missed processes or procedures that can leave the system development inadequate in terms of its security
considerations and compliance requirements. NIST Special Publication 800-160 [Ross et al. 2016] is a well-known
resource describing the wide-variety of activities and tasks that are performed as a part of a security engineering
practice throughout the system development lifecycle. However, depending on the system context and the relevant
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security standard or development methodology for which the compliance is required, the specific forms of evidence
to support security claims may vary. As a result, a claim decomposition demonstrating that secure development
process requirements that can be instantiated with respect to specific systems and standards and methodologies
is a useful component for constructing security assurance cases and lends itself well to a pattern-based approach.
Using patterns to construct a security assurance argument enables us to maintain the structure of the argument
by generalizing specific details so that they can be instantiated in different situations [Alexander et al. 2011]. This
helps to facilitate reuse and incremental refinement of the assurance argument, especially when we consider that
different systems may be subject to different secure development methodologies or standards and requirements in
different jurisdictions.

Deriving an argument pattern is not so much an exercise in development or invention, but rather one of
discovery. As the primary goal of the proposed argument pattern is to support compliance, we studied existing
secure development methodologies such as UMLsec [Jurjens 2002], SecureUML [Lodderstedt et al. 2002], and
ASE [Uzunov et al. 2015], as well as security standards from several prominent domains for which high-levels
of security assurance is required. This included ISO/SAE 21434 [2020] for automotive security, CNSS Policy
12 [2012] for space systems security, ISO 13485 [2016] and ISO 14971 [2019] for medical device security
and risk management, and ISO/IEC 27019 [2017] and NISTIR 7628 Revision 1 [2014] for smart grid security,
just to name a few. We also considered more general standards such as ISO 27001 [2018b], the Common
Criteria [2017], the SafSec Methodology: Standard 3.1 [Dobbing and Lautieri 2006], and DoD Instruction 8510.01,
Risk Management Framework [USA Department of Defense 2014]. By studying the requirements in these standards
and methodologies, we identified and synthesized the commonalities and variabilities in the specific activities and
tasks that ought to be part of the secure system development processes. This helped to inform and identify the
candidates for the claim decomposition.

3.2 Pattern Description
3.2.1  Pattern Name. Secure Development Decomposition

3.2.2 Intent. The pattern provides a claim decomposition to argue that a system satisfies its secure de-
velopment process requirements if an adequate set of secure development processes have been defined and
implemented in accordance with a relevant secure development methodology or security standard throughout the
development of the system. The goal is to provide a convincing argument that the system under development
complies with the necessary processes and procedures to support claims that the system is adequately secure.
The aim is to help designers and developers construct such an argument while reducing the effort required to do
S0.

3.2.3 Motivation. A rigorous, systematic, and well-documented process is critical to providing the required
assurance for a developed system as it can help generate, gather, and manage the supporting evidence needed
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for security assurance and compliance [Jaskolka 2020]. Many security standards and methodologies require the
satisfaction of a set of secure development process requirements. As a result, the pattern aims to provide support
that the process requirements are satisfied. These process requirements are not necessarily tied to the specific
functionality of the systems and components, but rather to the preparedness to deal with security and resilience
challenges throughout the system’s lifespan. These requirements are concerned with the resilient and robust
design of critical core functionalities and infrastructures, conformance to implementation standards, adequate
testing, verification and validation, and suitable specification and documentation for all system aspects, including
the physical systems, information systems, and networks. They are also concerned with the development of
personnel security, awareness and training, and the development of pre-defined responses based on detailed
threat modelling and vulnerability analyses to ensure that operations and services continue to be provided in the
case of a potential disruption or attack.

3.2.4 Applicability. The pattern should be applied when compliance is required in the secure development
processes for the given system. The pattern assumes that the relevant standard or development methodology
provides sufficient context for its instantiation. It is important to note that the decomposition and goals of the pattern
refer to the processes by which the product is developed and not the product itself.

3.2.5 Pattern Structure. The decomposition strategy is captured by the argument pattern shown in Fig.
3.2.6 Participants. The pattern participants are as follows:

—Goal: secDevProcReq: The overall objective of the argument; to support the claim that the secure development
process requirements are satisfied in compliance with a security standard or development methodology for a
given system.

—Con: system: The description of the system for which the security assurance case is being developed.

—Con: compliance: The secure development process requirements are provided in the context of a {standard
or secure development methodology} which defines the specific requirements that must be satisfied by the
secure system development process. The {standard or secure development methodology} parameter needs
to be instantiated with respect to the specific system under consideration and the regulatory and compliance
requirements associated with the system’s application domain.

—Ass: secDevProcReqgs: The secure development process requirements can only be satisfied if they are complete,
adequate, and consistent. This determination must be made as part of the system requirements engineering
process, and therefore, this assumption is acceptable as long as the completeness, adequacy, and consistency
of the security process requirements are demonstrated elsewhere at the system-level. If an argument to support
this assumption exists, then that argument can be linked here in place of the assumption.

—Strat: secDevProcDecomp: The decomposition strategy arguing that the applicable secure development pro-
cesses are developed and performed throughout the system development.

—Just: validate: The evidence that the applicable secure development processes are defined and performed
throughout the system development can be traced to the secure development process requirements and can be
used to validate the satisfaction of the requirements.

—Goal: devProc: This goal states that the system is developed using adequate development processes by
demonstrating that security activities are performed throughout the system development lifecycle.

—Con: devProcDesc: The system development processes are provided in the context of the specific security
activities that are tailored for the given system.

—Goal: orgProc: This goal states that organizational security management processes such as governance, tool
management, information sharing, incident response, etc., are defined and implemented.

—Goal: contActivities: This goal states that continuous security activities such as monitoring, event assessment,
and vulnerability analysis and management are performed regularly.
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Fig. 3. Secure Development Decomposition Pattern

—Goal: riskAssess: This goal states that security risk management procedures including asset identification, threat
scenario identification, attack analysis, and risk treatment decision-making processes and procedures are
defined and implemented.

—Goal: thirdParties: This goal states that, if applicable, third parties involved in the system development process
are appropriately managed from a security perspective.

—Goal: sysSpecProc: An instance of this goal is created for each {system-specific process} and states that such
processes are defined and implemented. The required {system-specific process} is determined from the specific
{standard} for which compliance is required.

3.2.7 Collaborations. The specific system and standard or secure development methodology are required
to set the overall context for the argument. Therefore Con: compliance and Con: system are shared with all of
the sub-goals in the decomposition. Strat: secDevProcDecomp is based on the argument that sufficient evidence
demonstrating that the decomposed secure development processes and procedures were defined and performed
throughout the system development will support the satisfaction of the secure development process requirements.
As a result, each sub-goal (with the possible exception of Goal: thirdParties in the case that third parties are not
involved in the development process) is required to support the top-level goal.

3.2.8 Consequences. The pattern enables a separation of concerns in the development of the assurance
argument. Decomposition of the secure development requirements supports argumentation over the secure
development activities and tasks prescribed by a relevant security standard, one at a time. This enables the explicit
and more complete consideration of the security compliance goals and process requirements for the system under
consideration. However, after instantiating the pattern, a number of undeveloped goals will remain. Specifically,
Goal: orgProc, Goal: contActivities, Goal: riskAssess, Goal: devProc, Goal: thirdParties, and Goal: sysSpecProc will
require further decomposition and support. One of the key challenges in constructing assurance case arguments
is determining the granularity by which each goal is decomposed so that sufficient evidence can be generated
to fully support the goal [Jaskolka 2018]. Because there are many different ways to decompose goals, it is not
immediately evident when to stop the decomposition, or what a sufficient granularity would be to ensure that the
required evidence could be provided. In some cases, the decomposition of these goals can be accomplished by
adopting other argument patterns recast in the context of security.

3.2.9 Implementation. First, Con: system is instantiated with a description of the system being developed. Sec-
ond, Con: compliance is instantiated with the standard or secure development methodology for which compliance
is required. Next, the context Con: devProcDesc is instantiated with the development process and security activities
adopted for the development of the system. Then, with respect to Con: system and Con: compliance the required
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number of instances of Goal: sysSpecProc are created based on the system-specific processes required by the
standard. Finally, the arguments for the remaining goals are elaborated with further goal decomposition and/or
solutions to support these goals and demonstrate compliance with the defined standard.

Possible Pitfalls when implementing the pattern include:

—~Failing to support Ass: secDevProcRegs. This can result in an incomplete or inadequate argument.

—Not having a clear description, or providing complete coverage, of system-specific processes (instances of Goal:
sysSpecProc) as part of the decomposition. This can result in leaving out important processes that must be
adequately undertaken and lead to an incomplete argument.

—Expressing Con: devProcDesc in a way that is difficult to apply to the information to further decompose Goal:
devProc. This can result in difficulty in determining the granularity by which Goal: devProc is decomposed so
that sufficient evidence can be generated to fully support the goal.

3.2.10 Sample Text. The text below may be used to describe the pattern in the final security assurance case:

—The Secure Development Decomposition pattern argues that the system has been developed using adequate
secure development processes. This is equivalent to showing that the development of the system has considered
security concerns at each state of its development lifecycle and that the processes have been applied correctly.

—The Secure Development Decomposition pattern enables explicit consideration of the assurance requirements
for the system and its development processes and procedures.

3.2.11 Known Uses. A similar claim decomposition has been used in security assurance arguments for:

—General dependability concerns in automotive, railway, aerospace, and industrial automation [Vallée et al. 2018]:
The AMASS project has contributed several assurance case arguments for multi-concern assurance cases
covering the interplay of safety and security.

—Advanced metering infrastructure [Jaskolka 2018]: A security assurance case template is provided with a
claim decomposition covering claims the about process requirements related to the adoption of adequate
development processes, preparation of training and policy plans, preparation of incident response plans, and
effective management of third-party suppliers.

—Connected Automated Driving Systems [Warg and Skoglund 2019]: An assurance argument showing that
generic quality attributes (that can be instantiated) are adequate for a system is provided with considerations to
process requirements such as risk mitigation, management, and maintenance.

—Best Practices Badge Application (BadgeApp) [Fong and Wheeler 2018]: An assurance argument is provided
demonstrating that security is implemented by software life cycle processes including acquisition and supply
processes, life cycle model management, infrastructure management, and technical management processes
such as project planning, risk management, and configuration management.

3.2.12 Related Patterns. The pattern has several undeveloped goals which can be the overall objective of other
argument patterns. For example, Goal: riskAssess may instantiate the ALARP (As Low As Reasonably Practical)
pattern [Kelly 1999] considering security threats in place of safety hazards. This pattern is part of a collection of
high-level security argument patterns which also includes the Security Property Decomposition pattern [Jaskolka
et al. 2021] and the Security Requirements Decomposition pattern. Whereas the Security Property Decomposition
provides a claim decomposition to argue the satisfaction of a system’s asset protect requirements, this pattern is
focused on the system’s secure development process requirements.The two patterns are related by the Security
Requirements Decomposition pattern (see Fig.[T).
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4. APPLICATION OF THE SECURE DEVELOPMENT DECOMPOSITION PATTERN

In this section, we illustrate how to apply the Secure Development Decomposition pattern in the development
of a security assurance case in the automotive domain. We focus on a headlamp system adopted from [SAE
International 2020]. The headlamp system turns the headlamp on/off according to a switch by demand of the driver.
If the headlamp is in high-beam mode, the headlamp system automatically switches the headlamp to the low-beam
mode when an oncoming vehicle is detected, and it automatically returns the headlamp to the high-beam mode
if the oncoming vehicle is no longer detected. In [Jaskolka et al. 2021], we showed how to apply the Security
Property Decomposition argument pattern on this example to argue the satisfaction of the headlamp system’s
asset protection requirements with respect to ISO/SAE 21434. Now we turn our attention to arguing the satisfaction
of the headlamp system’s secure development requirements.

To apply the Secure Development Decomposition pattern, we instantiate Con: system with a description of
the system being developed. The description of the headlamp system given above is used for this purpose.
We also provide Con: compliance with the standard for which compliance is required. In the automotive domain,
ISO/SAE 21434 [2020] provides high-level objectives and requirements in the development of road vehicle systems.

Then, we instantiate Con: devProcDesc with the development process and security activities adopted for the
development of the system. For the purpose of this example, we assume that the headlamp system is developed
using the V-model for software development which is common in the automotive domain (e.g., [International
Organization for Standardization 2018al), supplemented with consideration to security-related activities as in [SAE
International 2020], for example.

Next, we create the required number of instances of Goal: sysSpecProc based on the system-specific processes
required by the standard. ISO/SAE 21434 describes several “Project Dependent Cybersecurity Management”
requirements. These include the description of cybersecurity responsibilities and their assignment, the development
of a cybersecurity plan, tailoring the cybersecurity activities, and developing plans for dealing with component
reuse, out-of-context components, and off-the-shelf components that are captured in work products related to
developing a cybersecurity plan, cybersecurity assessment report, and release for post-development report. We
instantiate Goal: sysSpecProc by creating Goal: secPlan, Goal: secAssessReport, and Goal: postDevRelease to argue
the satisfaction of these specific secure development process requirements for the headlamp system. The resulting
application of the Secure Development Decomposition pattern in this context is shown in Fig.

To complete the argument, we need to further decompose the lower-level goals and provide solutions to
demonstrate compliance with ISO/SAE 21434. One way to achieve this is by using the specific work products
defined in ISO/SAE 21434 corresponding to the secure development processes to support the remaining goals.
These work products give the specific evidence (solutions) required to demonstrate that the security process
requirements associated with these activities have been satisfied in compliance with ISO/SAE 21434. For example,
Goal: orgProc is supported by the work products associated with Overall Cybersecurity Management as shown
in Fig. |5} Similar arguments can be made using the work products identified in ISO/SAE 21434 for the other
undeveloped goals left after applying the Secure Development Decomposition pattern.

5. RELATED WORK

In this paper, we presented a security assurance argument pattern which provides a claim decomposition
supporting standards compliance. Several works have built on the above-mentioned foundations of assurance
argument patterns to support standards compliance as we have. Some works in this area have again focused
on safety arguments. For example, through pattern-based justification, |Gallina et al. [2017] argued that Model-
Based Assessment (MBA) is partly compliant with the CENELEC-EN 50128 railway safety standard [2020].
Other works have turned their attention to defining security argument patterns based on international security
standards.|Yamamoto et al. [2013] presented a security argument pattern to demonstrate that a system is secure
based on the Common Criteria [2017]. Ankrum and Kromholz [2005] mapped three diverse standards, including
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Fig. 5. Decomposition of Goal: orgProc supported by the work products associated with Overall Cybersecurity Management in ISO/SAE 21434

the Common Criteria for security, to the Adelard Safety Case Editor (ASCE) tool to demonstrate how to structure
an assurance case for a practical security-critical system compliant with the standards. [Delmas et al. [2020]
described a general process for specifying assurance case patterns for a complex standard. Further, the Standards
Conformity Framework (SCF) [Cyra and Gorski 2011] presented the concept of conformance templates. Our
proposed argument pattern has the potential to support such a framework as it provides a structured argument
decomposition to demonstrate standards compliance for a specified system and application domain.

6. DISCUSSION

The Secure Development Decomposition argument pattern supports compliance efforts by providing a claim
decomposition of the complex activities and tasks that must be defined and implemented that are found in a variety
of secure development methodologies or security standards from different application domains. Many existing
assurance argument patterns supporting security compliance have been presented with respect to a single (fixed)
standard. The Secure Development Decomposition argument pattern presented in this paper is a more generic
pattern that can be instantiated with different standards from different domains. For example, in Section [4 we
demonstrated the instantiation of the Secure Development Decomposition pattern for a system from the automotive
domain with respect to ISO/SAE 21434. But we could also apply the pattern for a system from the energy domain
with respect to NISTIR 7628 Revision 1 or for a system from the health domain with respect to ISO 13485. More
generally, we could also apply the pattern to show compliance with a secure development methodology such
as such as UMLsec [JUrjens 2002], SecureUML [Lodderstedt et al. 2002], and ASE |[Uzunov et al. 2015]. This
provides additional flexibility and adaptability of the proposed pattern for use in security assurance efforts for
different systems in different application domains.

This idea draws inspiration from the area of situational method engineering (e.g., [Ralyté et al. 2003}; [Hug et al|
2009]) which aims to construct systems development methods to match specific organizational situations. The
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proposed pattern and our pattern-based approach for building structured security assurance case models for
similarly aims to provide the flexibility to adapt to specific organizational situations when developing critical systems.
The modular argumentation of the proposed pattern facilitates easy integration of changes, enabling the model to
be constantly updated and stay relevant amid changes to requirements, standards, and/or the threat landscape.
This gives the flexibility to describe precise forms of evidence later on and to adapt to changes in particular
circumstances. For example, it may be the case at some point in the future that changes to the ISO/SAE 21434
standard require more support to Goal: thirdparties perhaps by requiring additional work-products. In this case,
the proposed pattern provides a mechanism by which we can reason about these concerns by, for example,
determining where this goal is supported and how such changes would be propagated through the argument.

7. CONCLUSIONS AND FUTURE WORK

Developing compelling, evidence-based arguments supporting compliance with secure development methodologies
and/or security standards for many critical systems is at the heart of effective security assurance. In this paper, we
proposed the Secure Development Decomposition assurance argument pattern. It can be adopted to better support
the development of secure systems through the formulation of well-reasoned security assurance arguments. The
pattern supports compliance for secure development processes by providing a claim decomposition derived from
studying a variety of activities and tasks that must be defined and implemented in existing secure development
methodologies and/or standards. We provided an illustrative application of the proposed argument pattern for an
automotive system in support of compliance with ISO/SAE 21434 [2020]. We also discussed how the proposed
pattern could be instantiated for other system domains and standards or development methodologies.

In future work, we seek to define more argument patterns to support a pattern-based approach for modular
and incremental security assurance. Next, we plan to turn our attention to describing the Security Requirements
Decomposition pattern (see Fig. [T). We envision a repository of security argument patterns that can be selected
and assembled to help manage the complexity of large security assurance cases. We also aim to explore the
interplay between security and other dependability aspects such as safety, robustness, and reliability in support of
expanding our efforts to consider multi-concern assurance and compliance to multiple standards.
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