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Fig. 1. Machine learning system overview and categories of software engineering design patterns for ML

1. INTRODUCTION

Machine learning (ML) researchers and practitioners study best practices to develop and maintain ML-based
applications to ensure quality and resolve the constraints on their applications. Such practices are often formalized
as software patterns. We call these software-engineering design patterns for machine-learning applications,
SEP4MLA, to distinguish them from patterns for ML, which are unrelated to software engineering, such as patterns
for designing ML models [Lakshmanan et al. 2020] and from software engineering patterns, which relate only to
the engineering of (any) software application. Among various patterns related to machine-learning applications,
such as ML requirements engineering patterns or ML security engineering patterns, we discovered 15 SEP4MLA
by doing a thorough search of the literature available on the subject. Details of our methodology are available in
our previous work [Washizaki et al. 2020} Washizaki et al. 2022].

Figure[f]shows an abstract structural overview of ML applications consisting of models, data, and infrastructures.
We group the SEP4MLA into three categories: ML applications topology patterns that define the applications archi-
tectures, ML applications programming patterns that define the design/implementation of particular components
of the applications, and ML applications model-operation patterns that focus on the operations of ML models.
Summaries of all patterns are available in the appendix.

Not all of the identified SEP4MLA are well-documented in standard pattern format, which includes clear context,
problem statement, and corresponding solution description. Thus, we describe these SEP4MLA in a standard
pattern format so that practitioners can (re)use them in their contexts.

In previous works, we described most of the patterns in Table [3} “Distinguish Business Logic from ML Models”
(P2), “Microservice Architecture for ML’ (Py), “ML Versioning” (Ps), and “Data Lake for ML’ (P5) in Part 1 [Washizaki
et al. 2020|; “Different Workloads in Different Computing Environments” (P;), “Encapsulate ML Models Within
Rule-base Safeguards” (Py), and “Data Flows Up, Model Flows Down” (P;2) in Part 2 [Washizaki et al. 2021];
“Lambda Architecture for ML’ (P5) and “Kappa Architecture for ML’ (Fs) in Part 3 [Runpakprakun et al. 2021]; and,
“ML Gateway Routing Architecture” (Ps) in Part 4 [Washizaki et al. 2022]. These are classified into three categories
according to their scopes: ML system topology patterns that define the entire system architecture, ML system
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programming patterns that define the design of a particular component, and ML model operation patterns that
focus on ML models.

The following describes the ML pattern “Explainable Proxy Model” (P;4) as an ML model operation pattern. The
pattern contributes to increasing the explainability of target ML models, while other patterns address one or more
quality attributes (except for explainability), including maintainability, associated with design problems [Juziuk et al|
2014]. To describe each ML pattern uniformly, we partially adopted the well-known Pattern-Oriented Software
Architecture format (POSA) [Buschmann et al. 1996]. It is a well-structured format, and practitioners with little
knowledge of patterns can easily understand its content.

2. EXPLAINABLE PROXY MODEL (P4)
2.1 Name
Explainable Proxy Model

2.2 Also Known As

Deployable Canary Model: This alias emphasizes that a surrogate proxy ML model can indicate problems in a
primary, more complex model in production, as the status of carried small canaries provided warnings in mine
tunnels with dangerous gases. Note that this pattern is different from another well-known practice, “Canary
Deployment” [Fang et al. 2023], where a new version of a software application or service is incrementally released
to a subset of its user base, resulting in minimization of the impact of production issues and easing rollbacks.

2.3 Source
[Ghanta et al. 2018] briefly shows a basic structure, and potential benefits of the pattern “Explainable Proxy Model.”

2.4 Intent

The pattern helps ML engineers ensure the reproducibility of their highly accurate ML models as well as good
explainability.

2.5 Context

An organization wants to use a highly accurate ML-based software system in a production environment. Highly
accurate ML models often have problem with low explainability and reproducibility. When evaluating a ML model
to determine whether it’s ready for production, metrics like accuracy only provide data on how correct a model’'s
predictions are relative to ground truth values in the test set. Still, they carry no insight into why a model arrived
at those predictions. In many ML scenarios, users may hesitate to accept a model’'s prediction at face value
[Lakshmanan et al. 2020]. Explainability is critical for practical ML usage as more and more industries use ML to
make essential decisions, and everyone, from consumers to regulators, tries to determine how each algorithm
makes its determination.

2.6 Problem

By the very definition and functioning of ML models, some complex ML models achieve high accuracy but have low
explainability and reproducibility. When such complex highly accurate ML models that cannot be directly interpreted
are in deployment, a second explainable model, called a “canary model”, is used as a proxy to approximate the
highly accurate model [Ghanta et al. 2018]. We call the highly accurate ML model “primary” model to distinguish it
from the canary model (i.e., proxy model). The canary model is a relatively simple model with a lower accuracy
(i.e., low prediction performance) than the primary model. Due to its simplicity, the canary model is interpretable
and is utilized to provide human-understandable explanations. The class of such interpretable models is typically
limited to linear models, fuzzy model, or decision trees where one can present the reasoning behind predictions in
a human-understandable way [Ghanta et al. 2018|.
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However, even straightforward explainability approaches (like canary models) can be challenging to put into
production due to the complexities and variabilities in production environments. The problem is how to coordinate
the primary and canary models properly in production. ML applications have unique dependencies between
training and inference that grow increasingly complex, particularly with ensemble models and online training. The
primary and canary models could have been trained or retrained on different pipelines. Even worse, such training
could have been at various different intervals in different ways; for example, if one used an online training algorithm
and another might use an offline algorithm or a transfer learning algorithm [Ghanta et al. 2018].

Such complexities and variabilities make ML software systems hard to maintain while keeping good prediction
accuracy with relevant explainability and reproducibility, especially when experiencing data drift. Two inference
subsystemsﬂ one with the primary model and the second with a canary model, are needed while avoiding high
complexities and maintenance difficulty. Note that since a highly accurate prediction is mandatory in the given
context, simple, explainable canary models cannot be used for making final predictions.

2.7 Solution

Run the explainable canary (i.e., proxy) inference subsystem in parallel with the primary inference subsystem using
the same data/input and monitor prediction differences, resulting in providing explainability and reproducibility while
maintaining high accuracy in production. Figure [2| shows the structure of the solution architecture. The architecture
structurally consists of the following components and features [Ghanta et al. 2018].

—There must be the primary inference subsystem and the canary inference subsystem, together with retraining
pipelines for each model as well as a pipeline to compare the results of primary and canary, and mechanisms to
trigger when canary outputs and primary outputs mismatch so that potential issues in canary-based explainability
can be detected. The complex primary model achieves better accuracy necessary for the final actual prediction,
while the simple canary model as a proxy of the primary model is interpretable but has low prediction accuracy.

—A reproducibility mechanism is required to replay prediction inputs and outputs so that alternative means can be
used to track what happened in cases where the canary cannot be used to explain the primary.

—The entire system should provide replay dashboards to let engineers examine in depth any execution, including
executions during which explainability alerts occurred.

—It is necessary to provide configuration and operational functionalities to let ML and operation engineers specify
and control the followings:

—how the subsystems and pipelines should run, such as batch processing and REST-based implementation,

1Since ML inference components may have different architectures, such as batch pipelines and online services, we call them inference
“subsystems” rather than inference “pipelines” to consider such possible differences in architectures.
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Fig. 2. Structure of the “Explainable Proxy Model”
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—how frequently to retrain both primary and canary models,
—how to decide if new models are pushed to production inference for either primary or canary,
—how to compare the outputs and generate an alert if the primary and the canary mismatch.

The behavioral process of training, monitoring, replaying, and retraining proceeds as follows [Ghanta et al|
2018].

(1) During runtime, the same data/input is sent to both primary and canary inference subsystems as well as the
storage (via an optional decoy model) to archive all inputs and parameters/conditions. The models used in
these subsystems may also need to be periodically retrained.

(2) The system collects statistics on each subsystem once the ML application runs in the deployment environment
and maintains a full lineage and temporal sequence of all datasets, computations, events, and results occurring
in all pipelines.

(8) The system generates explainability alerts if the primary and canary display significant deviation in prediction
patterns. Deviation can be identified by continuously measuring and tracking the root mean square error
(RMSE) between the predictions in real time with a proper configurable threshold. Then, reproduce the entire
sequence for examination to ensure that the actual computation and any non-deterministic runtime factors are
fully understood.

(4) By having the features mentioned above, if an explainability alert occurs, and the two inference subsystems
(i.e., primary and canary) are no longer providing similar predictions, the temporal sequence can be used to
determine exactly how the primary subsystem generated any particular prediction, and if necessary replay
that prediction. There are various possible reasons for alerts, such as data drift in the input data distribution
lowering the prediction performance of the canary model, as well as low robustness in the prediction of the
primary model. After examining the result and the reason, the primary and canary models can be retrained or
replaced by other potentially better models (particularly if the canary models have low prediction accuracy), or
other explainability techniques can be applied.

2.8 Example

The pattern has been applied to various ML-based software systems in production. For example, Figure [3|(adopted
from [Takeuchi et al. 2020]) presents a typical implementation of the pattern in an ML-based image inspection
system used in a factory. In this example, images as input data are captured by cameras installed over the
transportation line. Multiple processing units play the roles of the canary subsystem as well as the primary one to
be compared with each other to identify significant deviations by the main unit. When a deviation alert occurs,
offline replay and retraining will be conducted to revise models.

2.9 Known Uses
The pattern has been used indirectly and directly in many cases, including the following.

—In typical Explainable Artificial Intelligence (XAl) developments, an additional explainable surrogate module is
added to the learned original complex model to achieve a more transparent and trustworthy model by comparing
the complex, accurate model with the explainable one and monitoring their difference [Yang et al. 2022]. Such
explainable surrogate adoption can be seen as a primitive abstract structure of the concept of this pattern, while
the pattern provides a more concrete solution with technical details about how to achieve such comparison and
monitoring in production.

—The implementation of the pattern described in the example section is taken from an actual ML-based image
inspection system operated at a Japanese factory. In this case, a processing unit for self-diagnosis plays the role
of the canary (i.e., explainable proxy) in order to identify significant deviations compared with the primary model.
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Fig. 3. Example of factory ML-based image inspection system architecture by applying “Explainable Proxy Model”

—~ParalleIM, which is now a part of DataRobot, has provided an MLOps infrastructure named MCenter [Fleming
2020|. Based on the pattern, the infrastructure can handle primary and canary models to monitor deviations and
reproducing, as well as training features with a visual dashboard. [Ghanta et al. 2018] reported the infrastructure
has been adopted in many uses.

2.10 Consequences

The proposed pattern can be used for deploying canary explainability in production, which can be used with a wide
range of ML models and captures the full degree of explainability, reproducibility, and alerting needed to deliver
explainability in production.

As a potential negative consequence, the implementation of the pattern requires additional storage. Furthermore,
additional complexity to handle all subsystems and pipelines has to be managed well, although it should be
relatively low compared with the situation of having explainable canary models independently in an ad-hoc way.

The matching of two outputs from the primary and canary models may not guarantee the reasoning of the
complex deep learning models. Furthermore, it can be challenging to choose simpler explainable models if the
primary models are more complex. In these cases, post hoc explainability methods to approximate the relationships
between the primary model’s features and its output may increase explainability, although post hoc explainability
methods are not always trustworthy; for example, explanations by using SHAP, which is one of the well-accepted
methods to extract model-agnostic local feature attributions, are known not robust and can be manipulated when it
comes to explaining the difference in outcomes between groups [Laberge et al. 2023].

2.11 See also
The pattern is mainly related to the following patterns.

—Data Lake for ML (Pr) [Gollapudi 2016; Menon 2017;|Singh 2019;\Washizaki et al. 2020]: The storage associated
with the input (and output) data collection is often implemented as a “Data Lake for ML”, which stores both
structured and unstructured data.

—ML Versioning (Py5) [Wu et al. 2019} /Amershi et al. 2019;|Sculley et al. 2015} \Washizaki et al. 2020]: To properly
address replay and retraining processes, it is necessary to manage canary and primary model revisions. “ML
Versioning” provides a way to record the ML model structure, training dataset, training system, and analytical
code to ensure a reproducible training process and an inference process.
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—Explainable Predictions [Lakshmanan et al. 2020]: To support choosing proper explainable models for canary
models, “Explainable Predictions” introduces simpler models that are often interpretable by design. The pattern
also introduces post hoc explainability methods to approximate the relationships between a complex model’s
features and its output if the primary models are more complex.

3. CONCLUSION

In this paper, we described the ML pattern “Explainable Proxy Model”, which we chose in a set of SEP4MLA
identified through a thorough search of the literature on patterns for machine-learning applications. We hope
that this pattern can guide practitioners (and researchers) to consider how ML applications fit within their target
contexts and design ML-based applications with the required quality.

In the future, we plan to write all SEP4MLA in a standard pattern format to help developers adopt good practices
in the development of ML applications. We also plan to identify more concrete occurrences of these patterns in
real applications. We will also create a map of the relationships among these SEPMLA and other patterns, often
across categories.

Appendix

The following table shows summaries of all 15 discovered software-engineering design patterns for machine-
learning applications (SEP4MLA).
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