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The Goal Structuring Notation, which models the structure of the argument and clearly and visually shows the relationships among its
elements, is a valuable tool for demonstrating the reliability of machine learning systems, especially in critical areas such as autonomous
vehicles. Although Machine Learning Reliability Solution Patterns can improve the reliability and efficiency of these systems, there is a risk of
misapplication due to human error, particularly when engineers lack deep expertise in machine learning. To address this issue, we propose
a framework designed to support the correct application of these patterns. The tool automatically incorporates patterns into user-created
diagrams to apply patterns without human error. We validate the framework’s effectiveness through a case study, demonstrating its practical
utility in helping engineers accurately apply these patterns.
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1. INTRODUCTION

Machine learning systems must argue reliability based on requirements and values in domains where consistency
and dependability are critical. Domains demanding reliable machine learning systems include autonomous vehicles
and medical diagnostics. To guarantee reliability, it must be considered from the design stage. However, systems

This paper is a revised version of a Japanese paper previously presented at the AsianPLoP 2024 conference.

This work was supported by JST-Mirai program grant number JPMJMI20B8 and JSPS KAKENHI program grant numbers 21KK0179 and
23K18470.

Author’s address: Takumi Ayukawa, Washizaki and Ubayashi Laboratory, Room 0503, Building 63, Waseda University, 3-4-1 Ohkubo,
Shinjuku-ku, 169-8555 Tokyo, Japan; email: ayutaku@fuji.waseda.jp; Jati H. Husen, Washizaki and Ubayashi Laboratory, Room 0503, Building
63, Waseda University, 3-4-1 Ohkubo, Shinjuku-ku, 169-8555 Tokyo, Japan; email: jatihusen@telkomuniversity.ac.id; Nobukazu Yoshioka,
Washizaki and Ubayashi Laboratory, Room 0503, Building 63, Waseda University, 3-4-1 Ohkubo, Shinjuku-ku, 169-8555 Tokyo, Japan; email:
nobukazu@engineerable.ai; Hironori Washizaki, Washizaki and Ubayashi Laboratory, Room 0503, Building 63, Waseda University, 3-4-1
Ohkubo, Shinjuku-ku, 169-8555 Tokyo, Japan; email: washizaki@waseda.jp; Naoyasu Ubayashi, Washizaki and Ubayashi Laboratory, Room
0503, Building 63, Waseda University, 3-4-1 Ohkubo, Shinjuku-ku, 169-8555 Tokyo, Japan; email: ubayashi@aoni.waseda.jp

Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies
are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy
otherwise, to republish, to post on servers or to redistribute to lists, requires prior specific permission. A preliminary version of this paper was
presented in a writers’ workshop at the 31st Conference on Pattern Languages of Programs, People, and Practices (PLoP). PLoP’24, October
13-16, Skamania Lodge, Columbia River Gorge, Washington, USA. Copyright 2024 is held by the author(s). HILLSIDE 978-1-941652-20-6



must be simultaneously compatible with the technical aspects of machine learning and the requirements and
values as systems become larger [Nahar et al. 2022]. For example, consider a case in supervised machine learning
where data is categorized into predefine classes. Although increasing the recognition accuracy of one class may
be more accurate from a technical standpoint, the accuracy of other classes may decrease. For autonomous
vehicles, increasing the recognition rate of automobiles may decrease the recognition rate of humans. This may
be inappropriate, especially if the human recognition rate falls below the required accuracy. Consequently, the
necessary degree of improvement in accuracy must be established based on requirements and values.

A method to clearly describe the reliability argument is needed, and using patterns is effective. For example,
the Goal Structuring Notation (GSN) can model the structure of the argument and clearly and visually show
the relationships among its elements [Group 2021]. However, a software engineering perspective is needed to
describe the argument efficiently. Specifically, it is necessary to apply patterns when arguing for the reliability
of machine learning systems. A pattern is a collection of frequently recurring methods in software development
[Alexander 1977][John Gamma and Vlissides 1994]. For example, Machine Learning Reliability Solution Patterns
allow the realization of highly reliable and efficient development methods for machine learning systems.

Although applying patterns can effectively describe the reliability argument, the human error problem persists.
Some Machine Learning Reliability Solution Patterns are complex. Because engineers are not necessarily machine
learning experts, employing patterns correctly can be burdensome. Moreover, pattern application may be inefficient.
Consequently, patterns may not be used correctly. In fact, our motivation to improve this situation is from first-hand
experience. In our research involving a complex pattern, human error resulted in incorrectly applying a Machine
Learning Reliability Solution Pattern in GSN. Due to an unconscious assumption that the pattern was correct, it
took time to identify the error.

In this study, we propose a pattern application support framework to mitigate human error when applying the
Machine Learning Reliability Solution Pattern and developed a plug-in. In our framework, a user selects a pattern,
enters parameters that match the pattern, and presses the Apply button. Then our framework automatically
applies the pattern by creating the part that was not entered. This automatic application prevents human error.
Furthermore, we verify the practicality of our framework through a case study.

This paper makes the following contributions:

—Proposal of pattern application support framework
—Implementation of tools to support pattern application
—Validation through case study

The rest of this paper is organized as follows. Section [2|introduces GSN, astah* System Safety, and Machine
Learning Reliability Solution Patterns. Section (3| details the proposed pattern application support framework.
Section[4] confirms the practicality of our framework via a case study. Section [5]discusses the results. Section[g]
presents related works. Finally, Section[7]concludes the paper with remarks for future directions.

2. BACKGROUND
2.1 GSN

GSN models the structure of an argument and clarifies the relationships among its elements [Group 2021]. GSN
supports visualization of the basis for claims in an argument. Table[[shows the meaning of each element, while Fig.
[T]expresses each element. For example, Goal is represented by a square, whereas SupportedBy is represented
by a black arrow. These combinations clarify the structure of the argumentation. Conventionally, the title of each
element is uniquely defined by the initial letter of the element’s name and the assignment of a number. GSN can
also be used when defining safety goals and functional safety requirements for in-vehicle embedded systems
[Organization 2018|. In this study, the reliability of machine learning systems is argued using GSN.
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Table I. : Explanation of the Core GSN Elements and Relationships.

Name Explanation

Goal Specific claims that the system must meet

Strategy Approaches and methodologies to break down Goal

Solution Concrete evidence based on Strategy

Context Goal and Strategy status

Justification Logic and reasons validating of the Goal and Strategy

Assumption Assumptions on which Goal depends

InContextOf Link to the situation or condition to which the Goal, Strategy, or Solution applies
SupportedBy Links to relevant elements and evidence supporting the Goal and Strategy

Goal Context G =)
— InContextOf
<>
Strategy Justification
SupportedBy

O

Solution Assumption

>|i

F

Fig. 1: Core GSN elements

2.2 astah* System Safety

Astah* is the automated visual modeling tool designed for system engineers, software engineers, and safety
engineers to tackle the challenges of creating and managing software and systems [Vision 2024a). Especially in
the case of complex system development, there are issues such as ambiguity, misinterpretation, communication
gap among stakeholders, inconsistent documents, and so on. Therefore, astah* assists the entire team in system
development by enabling them to quickly and easily create diagrams that clearly visualize the system design.
There are four major tools in astah* as shown in Table[l} Since this study deals with safety critical areas, astah*
System Safety is used.

Astah* System Safety is a support tool for system analysisis a model-based systems engineering tool for
safety-critical systems to support system architecture modeling, system safety assessment, and analysis [Vision
2024b]. It allows incorporating the modeling languages and techniques in Table[llljinto a single tool. Traceability
between models is ensured, and interlinking and linkage between models is possible. For example, when a model
of a requirement class created in a requirement diagram of SysML is dragged and dropped to a GSN diagram,

Table II. : Explanation of astah*.

Tool name Explanation

astah* professional Total software design tool with UML, ERD, flowchart, DFD, and more

astah* UML Lightweight UML diagramming tool with mind mapping abilities

astah* System Safety Model-based systems engineering tool that includes SysML, GSN, STPA/STAMP, ASAM
SCDL for safety engineers

astah* SysML Lightweight SysML modeling tool for systems engineering
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Table Ill. : Explanation of models in astah* System Safety.

Model name

Explanation

SysML (OMG Systems Modeling
Language)

SysML is a general-purpose modeling language for modeling systems that is intended to
facilitate a model-based systems engineering approach to engineer systems. This includes
representing the requirements, structure, and behavior of the system, and the specification
of analysis cases and verification cases used to analyze and verify the system.

UAF (Unified Architecture Framework)

UAF is based on UML, SysML and so on. It is a framework used to support enterprise
architecture and systems engineering.

STAMP/STPA (Systems-Theoretic
Accident Model and
Processes/System-Theoretic Process
Analysis)

STAMP is a safety analysis approach based on systems theory. STPA is a specific technique
within STAMP used for hazard analysis and identifying potential accidents in complex
systems.

GSN/D-Case (Goal Structuring
Notation/Dependability Case)

GSN is a graphical notation used to create structured safety arguments. D-Case is an
extension of GSN, used for creating dependability cases, which argue for the dependability
of a system, including safety, reliability, and other attributes.

ASAM SCDL (Association for
Standardization of Automation and
Measuring Systems Safety Case
Description Language)

ASAM SCDL is a language used for describing safety cases in a standardized format. It
ensures that safety cases are consistent, traceable, and reusable across different projects
and systems.
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it is reflected as a Goal in the GSN diagram. Then, the model can be related to each other by interlinking, so
that changes in one model will be reflected in the other model as well. This ensures consistency and traceability.
Not only does it allow engineers to analyze systems more efficiently, but it also can describe a GSN diagram. In
this study, GSN diagram is used in an astah* System Safety. Fig.[2] shows the Ul of astah* System Safety. Each
element’s GSN was manipulated in the window in the upper right corner of Fig.|2| In this study, we developed a
plug-in for the astah* System Safety. For example, Fig. [2|contains an extended tab in the lower right corner, which
allows users to input data.

2.3 Machine Learning Reliability Solution Patterns

Previously, we identified Machine Learning Reliability Solution Patterns for machine learning argumentation. Table
V] shows the Machine Learning Reliability Solution Patterns. To assure reliability, these patterns must not only
be considered from the design phase, but they must also be compared to the requirements and values of the
machine learning system. However, some aspects depend on the training results and other factors. Since these
patterns reflect the unique characteristics of machine learning, this study considers their application. Furthermore,
a structural representation of these elements using GSN diagrams allows arguments to be debunked step-by-step.
Hence, the problem of guaranteeing the reliability of machine learning systems can be divided into subproblems
and third parties can clarify parts of the system with guaranteed reliability. Since they are patterns, these arguments
can be reused. For example, the training data sampling pattern can be represented in a GSN diagram as shown in

Fig.[3l
3. PROPOSED PATTERN APPLICATION SUPPORT FRAMEWORK

This section proposes the pattern application support framework to address human error when applying Machine
Learning Reliability Solution Patterns and describes the overall system structure. To prevent human error in pattern

(Model has been trained. ) Model well trained Final goal of the pattern

Context of pattern Decomposition of
application the goal

Model well trained under limited training data size Goal under constraints

Decomposition of
the goal

Training data size is sampled properly

Goal of data size

Parameter

Actual data size and
accuracy

Fig. 3: GSN of the training data sampling pattern
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Table V. : Extracted Machine Learning Application Argument Patterns

ID  Pattern Name Category Context Problem Solution
P1  Selective repair Reliability The model is already It is impossible to analyze Machine learning repair tool
pattern |Sohn et al. trained, and some classes the cause of deficiencies or
2023 are more important than to consider corresponding
others in machine learning countermeasures.
classification.
P2  Adversarial example Security The model is not trained It is necessary to respond Adversarial training
defense pattern [Xue and is assumed to face to malicious users (control
et al. 2020] malicious attacks from by security attacks,
adversarial examples. misrecognition of images,
falsification of learning data,
etc.).
P3  Reprioritized accuracy  Reliability The model is already Recognition of critical Machine learning repair tool
pattern |[Sohn et al. trained and concept drift scenes cannot be
2023 has been detected. guaranteed and retraining
data may reduce the
recognition rate.
P4  Training data sampling  Efficiency The model has already A large amount of training Data sampling method
pattern |[Kabkab et al. been trained and large and test data is needed to
2016| training data are ensure reliability.
unavailable.
P5  Model smoke-testing Efficiency The model has just been The cost is high for the Smoke-testing method
pattern |Herbold and retrained and needs reverification and retesting
Haar 2022| reverification. of safety and reliability
when the system is
changed.
P6 Rule-based safeguard  Reliability The machine learning Safe system shutdown Rule-base safeguard
pattern |Washizaki system’s application within the warranty period function
et al. 2020] domain is clearly defined. cannot be guaranteed.
P7  Security requirement Security The model is already Security requirements must  Test data and formal
satisfaction argument trained and verification is be evaluated in a data and verification
pattern |[Zeroual et al. needed. model-driven manner.
2023|
P8 DNN robustness case Security DNNs are deployed in A security case based on Arguments over the model

verification pattern

security-critical domains
where adversarial attacks
are particularly significant.

the formal verification of
robustness has yet to be
verified.

verification inputs,
verification itself and model
integration into the system
as a whole

applications, the user inputs the parts that match the selected pattern. Then the proposed framework automatically
applies the pattern by creating parts that were not inputted. As a concrete mechanism, Fig. [4] schematically
diagrams a research system. The area in orange depicts the proposed framework. The framework consists of the
following four major steps:

Step 0 Define the patterns: An expert defines the patterns. In this case, the Machine Learning Reliability Solution
Patterns definition is stored.

Step 1 Select the pattern: The user selects a pattern. Then the framework accepts the selected pattern and
stores the pattern name.

Step 2. Input the parameters: The framework accepts the necessary parameter inputs from the user by referring
to the pattern name and pattern definition. This data is stored as pattern parameters.

Step 3: Press the Apply button: When the user presses the Apply button, the framework retrieves the GSN
diagram created by the user in advance on astah* System Safety and stores it. Next, the framework creates the
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necessary elements by referring to the pattern definition, pattern name, pattern parameters, and GSN diagram
before pattern application. The data is outputted as a GSN diagram after the pattern is applied and displayed on
astah* System Safety.

Below we describe a concrete example where the training data sampling pattern is applied to the model shown
in Fig.[B] First, the engineer specifies the pattern shown in Fig.[6] In this case, the training data sampling pattern is
selected. Then the engineer inputs the corresponding value for each pattern (Fig.[7). In this case, we assume that
"Model well trained" corresponds to G1 and "Decomposition1" corresponds to S1. Finally, by pressing the Apply
button, the necessary models are automatically created and merged with the diagram being created. Fig. [§ shows
the model in this case. This allows the necessary Goal, Solution, Context, etc. to be automatically applied to the
diagram in a way that matches the pattern. In addition, the pattern can be applied efficiently as it is integrated with
the newly created diagram.

Let’s consider a special case where none of the parts match the pattern and all parts must be created. In this
case, to connect existing elements with SupportedBy, they should be entered in the supported element field. Fig.
shows an example where all the elements of the training data sampling pattern are newly created and S1 of the
existing elements are connected by SupportedBy. In this case, S1 can be entered in the supported element field.
Pressing the Apply button gives the pattern shown in Fig. 8]

Let’s consider the case where additional variables are needed, which is a problem specific to machine learning
systems. Since this study deals with Machine Learning Reliability Solution Patterns, the number of elements in
some patterns changes dynamically with the number of classes. Therefore, additional variables may be required.
Specifically, the Selective repair pattern, the Prioritize accuracy pattern, and the Model Smoke Testing pattern
fall into this category. For example, in the Model Smoke Testing pattern, the number of elements depends on the
value in the number of class field. Fig. [T0]and [T1] show the number of elements when the number of class field is 1
and 2, respectively. For the Model Smoke Testing pattern, the number of elements can be increased according to
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the number of test types. In this way, patterns with dynamically changing number of elements, which is unique to
machine learning systems, are supported by setting variables.

4. CASE STUDY

A case study demonstrates the practicality of the proposed framework. Fig. [T2 shows the GSN diagram of a
machine learning system to classify traffic signs in the process of creation [Husen et al. 2024]. The purpose of this
GSN diagram is to argue by argument and evidence that the top goal is indeed established. The top goals in this
case are to provide a reliable traffic sign classification system for level 3 automated driving vehicle (ADV) system,
as shown in G30. A level 3 ADV system is a conditional driving automation system in which the system can perform
all driving operations under limited conditions. The driver must be able to return to driving at any time if requested
by the system. To achieve this goal, G30 is divided into S1 and S2, and G30 is decomposed into two aspects:
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Fig. 12: Case study

guaranteeing performance in critical classes and normal shutdown in case of unexpected behavior. Satisfying
these two aspects guarantees reliability. For example, according to S1, which says to ensure the achievement of
minimum performance of important classes, it is decomposed into the subgoals G31, G32, G33, and G38. This is
broken down by the goal of guaranteed quality in each of the phases of machine learning training, testing, and
monitoring, as well as the goal of guaranteed quality for the input. For example, to satisfy the quality of supporting
components ensured in G38, the resolution of the camera is discussed in S5 and G39, and the evidence of the
minimum resolution of the camera in Sn10 confirms that G38 is satisfied. Also, G31, which says that quality of ML
model training is ensured, is decomposed into the perspective of machine learning data and the perspective of
model preparation, as in the S3 and S4. After S3, the machine learning training data is discussed in G35 and G36,
arguing that the data quality is adequate due to the reinforcement of the data in Sn1-5 and evidence of rebalancing
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Fig. 14: Application of the training data sampling pattern in the case study

the amount of data in important classes. Also, after S4, repair configurations are discussed in G37 and prioritized
by raising the repair priority of traffic signs with a speed limit of 60 to 10 in Sn8 and setting the repair priority of
traffic signs with a speed limit of 100 to 5 in Sn9. The above discusses that G30 is satisfied.

Here, we consider the case where large amounts of training and test data are necessary to ensure reliability.
We assume that the machine learning model has already been trained and the limitation is that large training
data is not available. In the case study, an engineer who is not a machine learning expert applies the training
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data sampling pattern in the GSN diagram shown in Fig. However, the pattern may not be accurately applied.
Furthermore, issues may arise when manually applying the pattern due to human error.

The proposed framework solves this problem. Fig. [T3]depicts the input. First, the engineer selects the training
data sampling pattern and inputs known parameters. In this case, an engineer select training data sampling pattern
as Pattern Name like Fig.[T3|the Statement of G31 is "Quality of ML model training is ensured", matches the Goal
of "Model well trained" in this pattern because the meaning is same. Also, the Statement of S3 is "Utilize data
manipulation technique to improve training quality”, which matches the goal of Decomposition1 of this pattern
because the trainig data sampling pattern is a pattern related to data manipulation, so the contents of S3 also
related to data manipulation and thus match. Therefore, an engineer input G31 in the "Model well trained" and S3
in the "Decomposition1”. No inputs are entered for the other parts because they are not matched.Instead, these are
created by the proposed framework. If the Apply button is pressed in this state, the training data sampling pattern
will be applied (Fig.[T4). In this example, the information in Fig. [T3|shows that the user-created diagrams do not
include anything other than G31 and S3, so new elements are automatically created. They are then automatically
connected to G31 and S3 by links. This allows for reliability assurance even when large amounts of training data
are used due to the added discussion of sampling of training data.

Hence, this framework allows engineers who are not experts in machine learning to use the knowledge of
experts and apply the pattern accurately. In addition, the automatic application of the pattern resolves the issue of
human error. The above results confirm the practicality of pattern application in the case study.

5. DISCUSSION

Although we believe that the application of patterns in this study can reduce human error, further innovations are
necessary. First, the automatic application of patterns should mitigate human error. For example, the pattern in
this case study is correctly applied because SupportedBy links do not bind to unintended elements. However, the
possibility of human error remains. If an element’s value is misspelled or misread, it could cause the pattern to be
applied to unintended areas. Two measures can remedy this issue. One is to improve the Ul. A dropdown list of
inputs would resolve potential spelling errors. The other is to develop a tool to detect patterns after they have been
applied. If a pattern is incorrectly applied, a warning message could be displayed to prevent errors.

This framework has two limitations: the need for experts and prior knowledge. Experts are essential because the
proposed framework requires their skills to define patterns. Additionally, automation remains a challenge, limiting
the available patterns. Second, prior knowledge is necessary for the engineer to select the pattern. Our framework
may be insufficient for engineers without prior knowledge of patterns.

In the future, a pattern selection support tool should be developed. The pattern selection tool can adopt two
mechanisms: graph pattern matching and GraphPrompts, which is a large language model. For graph pattern
matching, experts define the conditions to recommend patterns in advance. Then the support tool recommends
patterns when the pre-defined conditions are met. For example, consider the case of recommending a training
data sampling pattern. The condition is defined as a case where the element of a GSN is “goal” and the words
“model” and “train” are included in the sentence. In this example, the condition “Quality of ML model training is
ensured” in G31, which matches the condition in Fig. Therefore, the training data sampling pattern can be
recommended. In contrast, GraphPrompts is a pattern for handling graph structures in large language models.
Experts define prompts that include information about the patterns. Then patterns are recommended by matching
the output. However, the possibility of hallucination must be considered in large language models [Ji et al. 2023]. It
is expected that a pattern selection support tool employing these methods should enhance pattern applications
when the engineer lacks prior knowledge.

6. RELATED WORK

Husen et al. [Husen et al. 2023] proposed a Multi-View Modeling Framework for ML Systems (M3S) to address the
issue of referencing different views and models during machine learning system development. Similar to our study,
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their research focused on designing machine learning systems and developing a plug-in by astah* System Safety.
M3S allows different models such as GSN diagrams, SysML diagrams, and STAMP/STPA diagrams to be related.
Their study effectively developed Al Project Canvas and ML Canvas. One difference between these studies is the
main objective. Our study focused on pattern applications, while their study aimed to align with different models.
Additionally, our study can be located in the Safety and Safety Case part of the M3S process.

Lakshmanan et al. [Lakshmanan et al. 2020] compiled a catalog of design patterns in machine learning. Their
book summarizes 30 design patterns that can be used in each step of the development process of an entire
machine learning system. Their book also mentioned the connections between the patterns. This reference was
useful because it organized the design patterns in an easy-to-use format. However, the book aimed to systemize
design patterns, whereas our study strives to apply patterns and develop support tools. Additionally, their book
described general problems and solutions for machine learning systems, while our study uses GSN diagrams.

Shiroma et al. [Shiroma et al. 2010] discussed pattern applications. Design patterns can be applied by specifying
the pattern and the corresponding part of the design pattern. In addition, a function to detect design patterns
was developed. Their study successfully applied multiple related design patterns by marking them with UML
stereotypes and accurately implemented multiple design patterns by referencing them. However, their target differs
from our study. They handled design patterns for security in model-driven development and not machine learning
patterns. Another difference is that their study used UML diagrams instead of GSN diagrams.

Yu et al. [Yu et al. 2017] reported that tool development automated pattern detection and resolution with respect
to security patterns in goal models. They developed and applied ATLAS Transformation Language tools to security
patterns in model-driven development in requirements engineering. In particular, we found the function of detecting
conformity of models with design patterns to be useful. However, the type of patterns differs from our study. Their
research dealt with security design patterns for model-driven development, while our study investigates machine
learning patterns.

7. CONCLUSION AND FUTURE WORK

We proposed a framework and implemented a tool to support the application of Machine Learning Reliability
Solution Patterns. Then we validated our approach via a case study. Specifically, we applied a plug-in in astah*
System Safety to automatically implement the patterns. We expect that our pattern application will help engineers
correctly apply the patterns. In conclusion, we have provided a pattern application support framework, which
addresses human error when applying the Machine Learning Reliability Solution Pattern.

In the future we have three prospects. The first is to develop a pattern recommendation tool. We plan to employ
graph pattern matching and GraphPrompts to realize a more effective pattern selection support tool. To improve
our methodology, we plan to refine the Ul and incorporate a warning notification system if the pattern is incorrectly
applied. Finally, we will conduct evaluation experiments to validate the effectiveness of our framework by the
efficiency and accuracy of pattern applications with and without the use of support tools.
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