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Software	Engineering	Patterns	provide	reusable	solutions	 to	common	design	problems,	offering	a	structured	 framework	 for	developing	
robust,	 scalable,	 and	 maintainable	 software	 systems.	 When	 applied	 to	 the	 realm	 of	 machine	 learning,	 these	 patterns	 offer	 invaluable	
guidance	 in	 navigating	 the	 complexities	 inherent	 in	 building	ML-powered	 applications.	 Understanding	 the	writing	 patterns	 of	machine	
learning	application	systems	is	essential	for	engineers,	data	scientists,	and	developers	alike.	It	encompasses	the	strategies,	methodologies,	
and	best	practices	employed	in	articulating	the	architecture,	design,	and	functionality	of	ML-driven	solutions.	In	this	paper,	we	document	
two	 patterns	 within	 machine	 learning	 application	 systems,	 examining	 their	 role	 in	 fostering	 collaboration,	 enhancing	 readability,	 and	
facilitating	the	seamless	integration	of	complex	components.	One	pattern	is	design	pattern	“Representative	Validation	Data”	pattern	and	
the	other	one	is	architectural	pattern	“Gateway	Routing”	pattern.	
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1. INTRODUCTION	
	

In	the	rapidly	evolving	landscape	of	technology,	Machine	Learning	(ML)	has	emerged	as	a	transformative	force,	
reshaping	industries	and	revolutionizing	the	way	we	interact	with	data.	Every	successful	ML	application	relies	
not	only	on	sophisticated	algorithms	but	also	on	carefully	chosen	writing	patterns	to	ensure	clarity,	efficiency,	
and	 maintainability.	 By	 understanding	 and	 harnessing	 these	 patterns,	 engineers	 and	 data	 scientists	 can:	
enhance	 their	 approach	 to	 designing	 and	 deploying	 ML	 systems,	 effectively	 document	 and	 communicate	
various	aspects	of	ML	solutions,	and	Integrate	strategies,	methodologies,	and	best	practices	in	articulating	the	
architecture,	 design,	 and	 functionality	 of	 ML-driven	 solutions	 Chouliaras	 et	 al.	 (2023).	 This	 comprehensive	
understanding	ultimately	drives	innovation	and	delivers	impactful	solutions	in	today's	data-driven	world.	

	
Washizaki	 et	 al.	 (2019)	 performed	 a	 systematic	 literature	 review	 to	 collect,	 classify,	 and	 discuss	 the	

software-engineering	(SE)	design	patterns	for	ML	techniques.	They	collected	good/bad	SE	design	patterns	for	
ML	techniques	to	provide	developers	with	a	comprehensive	classification	of	such	patterns.	They	write	down	
some	of	 the	detected	patterns	 in	 the	pattern	 format	based	on	Harrison	 (2006),	Meszaros	and	Doble	 (1996),	
Wellhausen	et	al.	(2012)	such	as	“Different	Workloads	in	Different	Computing	Environments”,	“Encapsulate	ML	
Models	Within	Rule-base	Safeguards”,	“Data	Flows	Up,	Model	Flows	Down”,	Distinguish	Business	Logic	 from	
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ML	Model	 (originally	named	as	 “Multi-Layer	Architectural	Pattern”,	 “Data	Lake”,	 “Microservice	Architecture”	
and	“ML	Versioning”.	
	
In	this	paper,	we	document	two	other	patterns	within	machine	learning	application	systems	based	on	 Harrison	
(2006),	Meszaros	and	Doble	(1996),	Wellhausen	et	al.	(2012),	examining	their	role	in	fostering	collaboration,	
enhancing	 readability,	 and	 facilitating	 the	 seamless	 integration	 of	 complex	 components.	 These	 patterns	 are	
“Representative	Validation	Data”	and	“Gateway	Routing”.	Figure	1	shows	the	two	patterns	we	documented	 in	
this	paper	and	their	relationships	with	their	related	 patterns.	

	
1.1 The	Related	Patterns	between	Representative	Validation	Data	and	Gateway	Routing	

	
The	Representative	 Validation	Data	 and	Gateway	 Routing	patterns	 are	 not	 directly	 connected,	 as	 they	 serve	
distinct	 roles	 and	 are	 classified	 differently	Representative	 Validation	 Data	 as	 a	 design	 pattern	 and	Gateway	
Routing	as	an	architectural	pattern.	Consequently,	 they	are	 somewhat	distant	 from	each	other	 in	 the	design	
space.	 However,	 certain	 patterns	 bridge	 the	 gap	 between	 them,	 connecting	 both	 patterns	 within	 a	 larger	
framework.	 As	 illustrated	 in	 Figure	 1,	 the	 Separation	 of	 Concerns	 and	 Modularization	 of	 ML	 Components	
pattern	links	these	two,	with	both	patterns	utilizing	it	in	their	respective	solutions.	

	
Additionally,	Service	Mesh	and	Microservices	patterns	complement	 the	Gateway	Routing	pattern,	 supporting	
its	 implementation	 and	 integration.	 The	Representative	 Validation	 Data	pattern	 also	 intersects	with	 several	
other	patterns,	as	shown	in	Figure	1,	each	contributing	to	a	cohesive	approach	to	developing,	deploying,	and	
maintaining	 reliable	 machine	 learning	 systems.	 By	 understanding	 and	 applying	 these	 related	 patterns,	
organizations	can	build	robust,	scalable,	and	dependable	machine	learning	solutions.	Further	details	on	these	
related	patterns	are	provided	in	Sections	2.8	and	3.8.	

Fig.	1.	The	relationships	of	Representative	Validation	Data	pattern,	Gateway	Routing	pattern,	and	their	related	patterns	
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2. REPRESENTATIVE	VALIDATION	DATA	PATTERN	

	
In	the	following,	we	document	the	pattern	based	on	Harrison	(2006),	Meszaros	and	Doble	(1996),	Wellhausen	
et	al.	(2012).	

	
2.1 Intent	

	
This	pattern	designed	 to	 ensure	 the	 accuracy,	 reliability,	 and	 trustworthiness	 of	 the	model's	 outputs	before	
they	are	integrated	into	a	larger	system	or	used	for	decision-making.	

	
2.2 Context	

	
§ A	trained	model	exists,	ready	for	evaluation.	
§ Testing	and	validation	datasets	are	available,	containing	samples	with	known	ground	truth	labels	or	

outcomes.	
	

2.3 Problem	
	

The	Representative	Validation	Data	pattern	addresses	the	need	for	robust	model	evaluation	to	ensure	machine	
learning	 models	 generalize	 well	 to	 unseen	 data	 which	 is	 data	 that	 the	 machine	 learning	 model	 has	 not	
encountered	during	 its	 training	phase,	 (i.e.	new,	previously	unobserved	data),	and	produce	accurate	outputs	
consistent	with	expected	outcomes.	

	
2.4 Forces	

	
The	forces	of	the	Representative	Validation	Data	pattern	are:	

	
- Data	Preparation	and	Augmentation:	This	involves	ensuring	a	diverse	and	representative	dataset	

and	using	techniques	for	data	augmentation	to	increase	variability.	
- Model	 Selection	 and	 Architecture:	Which	means	 choosing	 the	 right	model	 architecture	 for	 the	

problem	and	comparing	different	models	to	find	the	best	fit.	
- Validation	Techniques:	This	includes	splitting	data	into	training,	validation,	and	test	sets.	
- Post-Deployment	 Monitoring:	 Which	 means	 monitoring	 model	 performance	 on	 live	 data	 and	

retraining	and	updating	the	model	as	new	data	becomes	available.	
- Bias	and	Variance	Analysis:	Which	means	understanding	and	addressing	the	bias-variance	trade-	

off.	
- Data	 Preparation	 and	 Preprocessing:	 This	 means	 ensuring	 that	 the	 dataset	 is	 clean	 and	 well-	

prepared.	Additionally,	splitting	the	data	into	training,	validation,	and	test	sets.	
- Model	Training:	This	includes	training	the	model	using	the	training	dataset	and	using	techniques	

such	as	cross-validation	to	ensure	robustness.	
- Initial	 Model	 Evaluation:	 Which	 means	 evaluating	 the	 model	 on	 the	 validation	 set	 and	 Use	

performance	metrics	such	as	accuracy,	precision,	and	recall.	
- Isolate	Outputs:	Isolating	the	model's	predictions	for	individual	data	points	and	comparing	these	

predictions	against	the	expected	outcomes.	
- Final	Model	Evaluation:	Conducting	a	final	evaluation	on	the	test	set	and	reporting	comprehensive	

metrics	to	summarize	model	performance.	
	

This	pattern	can	be	split	into	several	parts.	Here	are	the	main	components:	
	

• Training	Data	Set:	
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• This	is	the	initial	dataset	used	to	train	the	model.	It	has	no	context.	
• It	contains	input-output	pairs	(features	and	labels)	that	the	model	learns	from.	
• The	goal	is	to	minimize	the	error	on	this	dataset	during	the	training	process.	

	
• Validation	Data	Set:	

	
• This	dataset	is	separate	from	the	training	data.	However,	the	training	data	set	considers	as	the	context	

for	the	validation	data	set.	
• It	is	used	to	tune	hyperparameters	and	make	decisions	about	the	model	architecture.	
• Helps	in	assessing	the	model's	performance	during	the	training	phase	to	prevent	overfitting.	

	
• Test	Data	Set:	

	
• This	dataset	is	entirely	separate	from	both	the	training	and	validation	sets.	
• It	is	used	to	evaluate	the	final	model's	performance	after	training.	
• Provides	an	unbiased	estimate	of	the	model's	generalization	to	new,	unseen	data.	

	
• Trained	Model:	

	
• This	is	the	model	that	has	been	trained	on	the	training	data,	which	can	be	the	context	or	the	input	to	

the	next	pattern,	Gateway	Routing	pattern.	
• It	has	learned	the	patterns	and	relationships	from	the	training	data.	

	
• Model	Validation:	

	
• The	process	of	evaluating	the	model	on	the	validation	dataset.	
• Involves	calculating	performance	metrics	like	accuracy,	precision,	recall,	etc.	

	
• Hyperparameter	Tuning:	

	
• The	process	of	optimizing	hyperparameters	using	the	validation	dataset.	
• Involves	selecting	the	best	model	parameters	that	improve	performance	on	the	validation	set.	

	
• Model	Testing:	

	
• The	final	evaluation	of	the	trained	model	on	the	test	dataset.	
• Provides	a	measure	of	how	well	the	model	is	expected	to	perform	on	new,	unseen	data.	

	
• Performance	Metrics:	

	
• Quantitative	measures	used	to	evaluate	the	model’s	performance.	
• Common	metrics	include	accuracy,	precision,	recall,	etc.	

	
• Model	Deployment:	

	
• The	process	of	putting	the	trained	and	validated	model	into	production.	This	also	can	be	the	context	of	

the	next	pattern,	the	Gateway	Routing	pattern.	
• Involves	monitoring	the	model's	performance	on	real-world	data	and	retraining	as	necessary.	
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The	Representative	Validation	Data	pattern	provides	 a	 comprehensive	 approach	 to	 ensure	 that	machine	
learning	models	are	both	accurate	and	generalizable.	By	focusing	on	the	diversity	and	representativeness	
of	the	validation	data,	it	offers	non-obvious	strategies	like	continuous	validation,	real-time	monitoring,	and	
detailed	output	analysis,	which	are	critical	in	real-world	applications.	These	techniques	collectively	help	in	
identifying	 the	 right	 model	 architecture,	 balancing	 bias	 and	 variance,	 and	 ensuring	 the	model	 remains	
robust	over	time.	

	
2.5 Solution	

	
The	 solution	 of	 this	 pattern	 is	 ensuring	 the	 validation	 and	 accuracy	 of	 a	machine	 learning	model	 and	
generalization	 to	 unseen	 data	 by	 testing	 its	 predictions	 in	 an	 isolated	 environment,	 comparing	 them	
against	 known	 outcomes,	 and	 ensuring	 it	 meets	 performance	 benchmarks	 before	 deployment	 to	
production.	

	
Figure	2	shows	the	entire	structure	of	the	solution	components	to	solve	the	problem	shown	in	section	

2.3.	The	 starting	point	 is	 the	 collection	of	 input	data,	which	 can	be	historical	data	with	known	outcomes	or	
newly	gathered	data	intended	for	testing	the	model.	The	input	data	is	processed	by	the	machine	learning	model	
in	 a	 separate,	 isolated	 environment.	 This	 isolation	 ensures	 that	 the	 test	 does	 not	 interfere	 with	 the	 live	
production	environment.	Then,	the	model	generates	predictions	based	on	the	input	data.	These	outputs	remain	
isolated	 and	 are	 not	 yet	 part	 of	 the	 production	 system.	 The	 isolated	 outputs	 are	 then	 validated	 against	
predefined	 benchmarks	 or	 ground	 truth	 data.	 This	 step	 involves	 comparing	 the	 model's	 predictions	 with	
known,	accurate	results	to	evaluate	performance.	

	
Key	performance	metrics	such	as	accuracy,	precision,	and	recall	are	calculated	to	quantify	the	model's	

effectiveness	 Kla	 ̈s	 and	 Vollmer	 (2018).	 These	 metrics	 help	 determine	 if	 the	 model	 meets	 the	 required	
standards.	The	model's	validation	status	is	determined	based	on	performance	Metrics.	If	the	model	meets	the	
benchmarks	(passes),	 it	 is	considered	ready	for	production.	If	 it	 fails,	 further	debugging	and	adjustments	are	
necessary.	If	the	model	does	not	pass	validation,	this	step	involves	analyzing	the	discrepancies	and	adjusting	
the	 model	 to	 improve	 performance.	 This	 could	 include	 refining	 the	 model,	 retraining	 with	 more	 data,	 or	
modifying	 the	 input	 features.	 Once	 the	 model	 passes	 validation,	 it	 is	 integrated	 into	 the	 production	
environment.	This	 final	 step	 involves	deploying	 the	model	 to	operate	on	 live	data	 and	perform	 its	 intended	
tasks	within	the	operational	system.	

	
By	following	this	approach,	the	solution	ensures	that	the	machine	learning	model	generalizes	well	to	unseen	
data	and	produces	accurate,	consistent	outputs,	thereby	addressing	the	outlined	problems	effectively.	

	
2.6 Example	

	
A	 financial	 institution	 has	 developed	 a	machine	 learning	model	 to	 detect	 fraudulent	 transactions.	 Given	 the	
high	stakes	associated	with	false	positives	(legitimate	transactions	being	flagged	as	fraud)	and	false	negatives	
(fraudulent	transactions	going	undetected),	it	is	crucial	to	ensure	that	the	machine	learning	model	generalizes	
well	to	unseen	data	and	the	model's	outputs	are	reliable	and	accurate	before	deploying	it	into	the	production	
environment.	

	
In	 this	 example,	 the	 pattern's	 structured	 approach	 to	 collecting	 data,	 processing	 it	 in	 isolation,	

generating	 predictions,	 and	 validating	 those	 predictions	 against	 benchmarks	 helps	 the	 financial	 institution	
enhance	 the	robustness	and	maintain	 the	reliability	and	effectiveness	of	 the	 fraud	detection	system,	 thereby	
safeguarding	against	potential	financial	losses	and	maintaining	customer	trust.	

	
Following	the	approach	in	Figure	2,	in	fraud	detection	system,	historical	transaction	data	with	known	

fraud	labels	is	collected.	Additionally,	new	data	can	be	gathered	to	test	the	model.	Then,	the	fraud	detection	
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model	processes	the	input	data	in	a	separate,	isolated	environment.	This	ensures	that	testing	does	not	interfere	
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2.7 Discussion	
	

The	Representative	Validation	Data	pattern	is	essential	for	building	reliable	and	trustworthy	machine	learning	
application	 systems.	 Although	 it	 comes	 with	 certain	 challenges,	 its	 benefits—such	 as	 enhanced	 model	
reliability,	quality	assurance,	and	scalability—are	significant.	By	adhering	to	best	practices,	organizations	can	
successfully	implement	this	pattern	to	improve	their	machine	learning	deployment	and	integration	processes.	

	
The	challenges	associated	with	this	pattern	include:	

	
• Bias	in	Data	Selection:	If	the	validation	data	does	not	fully	represent	real-world	scenarios,	the	

model's	performance	may	degrade	in	deployment.	
• Overfitting	to	Validation	Data:	There’s	a	risk	of	the	model	becoming	overly	fine-tuned	to	the	

validation	set,	reducing	its	ability	to	generalize.	
• Data	Drift:	As	data	distributions	change	over	time,	this	approach	may	miss	new	patterns,	

necessitating	continuous	updates	and	monitoring.	
	

2.8 Related	Patterns	
	

Representative	 Validation	 Data	 pattern	 intersects	 with	 various	 other	 patterns,	 each	 contributing	 to	 a	
comprehensive	 framework	for	developing,	deploying,	and	maintaining	reliable	machine	 learning	systems.	By	
understanding	 and	 leveraging	 these	 related	 patterns,	 organizations	 can	 create	 robust,	 scalable,	 and	
trustworthy	machine	learning	solutions.	

	
The	related	patterns	are:	

	
1- Model	 Monitoring	 and	 Logging1	 :	 while	 Model	 Monitoring	 and	 Logging	 focuses	 on	 ongoing	

performance	 and	 operational	 health,	 Representative	 Validation	 Data	 emphasizes	 pre-deployment	
validation	to	ensure	model	reliability.	Together,	they	create	a	robust	framework	for	managing	machine	
learning	models	in	production.	

2- Shadow	Deployment2	 :	while	the	Shadow	Deployment	pattern	ensures	the	model	can	handle	real-	
world	 data	 and	 traffic	without	 user	 impact,	 the	Representative	 Validation	 Data	pattern	 ensures	 the	
model's	 predictions	 are	 accurate	 and	 reliable.	 Together,	 they	 provide	 a	 comprehensive	 validation	
strategy	for	deploying	machine	learning	models.	

3- Canary	Release3	 :	It	reduces	the	risk	of	widespread	failure,	allows	for	real-world	testing	and	feedback,	
and	provides	 a	 controlled	 environment	 to	monitor	 and	 resolve	 issues.	The	Canary	Release	pattern	
focuses	 on	 software	 or	 system	 updates,	 while	 Representative	 Validation	 Data	 pattern	 specifically	
targets	machine	learning	models	and	their	predictions.	

4- Data	Validation	 and	Preprocessing	 (Swarup	 et	 al.	 2018):	 It	 is	 essential	 part	 of	 a	 robust	machine	
learning	workflow.	Both	patterns	work	together	to	ensure	that	a	model	is	trained	on	high-quality	data	
and	that	its	predictions	are	reliable	and	generalize	well	to	new	data.	

5- Automated	Machine	Learning	(AutoML)	Salehin	et	al.	(2024):	while	AutoML	accelerates	the	model	
development	process	by	automating	tasks,	the	Representative	Validation	Data	pattern	ensures	that	the	
resulting	 models	 are	 accurate,	 robust,	 and	 generalize	 well	 to	 new	 data,	 thereby	 enhancing	 overall	
model	reliability	and	performance.	

6- Continuous	Integration/Continuous	Deployment	(CI/CD)	for	Machine	Learning4	 :	CI/CD	for	ML	
focuses	 on	 automation	 and	 deployment	 efficiency,	 while	 Representative	 Validation	 Data	 pattern	
focuses	 on	 ensuring	 the	 reliability	 and	 performance	 of	 deployed	models	 in	 real-world	 applications.	
Both	are	crucial	for	robust	ML	deployment	and	maintenance.	

	

1 https://www.evidentlyai.com/ml-in-production/model-monitoring 
2 https://neptune.ai/blog/model-deployment-strategies 
3 https://www.getambassador.io/blog/comprehensive-guide-to-canary-releases 
4 https://medium.com/infer-qwak/ci-cd-for-machine-learning-in-2024-best-practices-to-build-test-and-deploy- 
c4ad869824d2 

http://www.evidentlyai.com/ml-in-production/model-monitoring
http://www.getambassador.io/blog/comprehensive-guide-to-canary-releases
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7- Explainable	AI	(XAI)	Pattern	Ali	et	al.	(2023):	Both	(XAI)	pattern	and	the	pattern	for	Representative	
Validation	 Data	 can	 complement	 each	 other:	 Representative	 Validation	 Data	 pattern	 helps	 ensure	
accuracy,	 while	 XAI	 techniques	 help	 explain	why	 certain	 outputs	 occur,	 providing	 insights	 into	 the	
model's	behavior	and	aiding	in	diagnosing	any	issues	found	during	validation.	

8- Data	Augmentation	A.	Mumuni	and	F.	Mumuni	 (2022):	Data	augmentation	 involves	 creating	new	
training	 samples	 by	 applying	 various	 transformations	 to	 the	 existing	 data	 (e.g.,	 rotations,	 flips,	
translations	 for	 images).	 Augmenting	 data	 can	 help	 ensure	 that	 the	 validation	 data	 remains	
representative	by	increasing	the	diversity	of	training	samples	and	reducing	overfitting.	

	
3. GATEWAY	ROUTING	PATTERN	

	
In	the	following,	we	document	the	pattern	based	on	Harrison	(2006),	Meszaros	and	Doble	(1996),	Wellhausen	
et	al.	(2012).	

	
3.1 Intent	

	
Gateway	Routing	pattern	aims	to	manage	the	complexity	of	service	communication	in	a	distributed	system	by	
centralizing	the	routing	logic	through	a	gateway.	This	pattern	helps	to	decouple	clients	from	services,	enabling	
easier	management	of	service	endpoints,	versioning,	and	security.	

	
3.2 Context	

	
In	 machine	 learning	 application	 systems,	 especially	 those	 deployed	 in	 production	 environments,	 there	 are	
often	multiple	services	and	models	that	need	to	be	accessed	by	end-users	or	other	applications.	These	services	
and	 models	 might	 be	 implemented	 using	 different	 frameworks,	 hosted	 on	 different	 platforms,	 or	 require	
different	 access	 protocols.	 The	 trained	 and	 evaluated	 models,	 which	 come	 from	 the	 first	 pattern	 (i.e.	
Representative	 Validation	 Data	 pattern),	 can	 be	 the	 input	 or	 the	 context	 of	 this	 pattern.	 Efficiently	 routing	
requests	 to	 the	appropriate	service	or	model	while	maintaining	scalability,	 flexibility,	and	manageability	 is	a	
significant	challenge.	

	
3.3 Problem	

	
The	problem	 is	 how	 can	we	 efficiently	manage	 and	 route	 requests	 to	 various	machine	 learning	models	 and	
services	in	a	scalable	and	flexible	manner?	

	
The	Gateway	Routing	pattern	is	a	powerful	tool	in	microservices	architecture,	providing	simplicity,	centralized	
control,	 and	 security.	 However,	 it	 comes	 with	 trade-offs	 related	 to	 performance,	 complexity,	 and	 potential	
bottlenecks.	The	non-obvious	benefits,	such	as	improved	decoupling	and	centralized	management	of	security	
and	monitoring,	make	 it	 a	 valuable	 pattern	when	used	 appropriately,	 particularly	 in	 systems	with	 complex,	
dynamic	microservice	environments.	Balancing	these	trade-offs	requires	careful	planning	and	understanding	
of	the	system's	specific	needs	and	traffic	patterns.	

	
3.4 Forces	

	
The	forces	driving	the	adoption	of	the	Gateway	Routing	pattern	are:	

	
1. Scalability	

	
- Ensuring	that	the	system	can	handle	increasing	numbers	of	users	and	requests	by	balancing	load	

across	multiple	services	or	instances.	
- Decoupling	clients	from	backend	services	to	enable	independent	scaling	of	services.	
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2. Flexibility	in	Service	Access	
	

- Providing	dynamic	routing	capabilities,	such	as	routing	requests	based	on	user	roles,	device	types,	
or	service	versions.	

- Supporting	multiple	protocols	or	APIs	(e.g.,	REST,	gRPC,	WebSockets)	through	a	unified	gateway.	
	

3. Maintainability	and	Modularity	
	

- Centralizing	access	logic,	reducing	redundancy	across	client	applications.	
- Isolating	backend	service	changes	from	directly	impacting	clients.	

	
4. Security	

	
- Acting	as	a	barrier	to	unauthorized	access	by	enforcing	authentication,	authorization,	and	

encryption	(e.g.,	TLS	termination).	
- Concealing	the	internal	architecture	and	backend	service	endpoints	from	clients.	

	
5. Monitoring	and	Observability	

	
- Aggregating	logs	and	metrics	at	the	gateway	level	to	provide	a	unified	view	of	traffic	and	system	

performance.	
- Enabling	distributed	tracing	and	diagnostics	for	complex	systems.	

	
6. Backward	Compatibility	and	Versioning	

	
- Allowing	support	for	different	versions	of	services	or	APIs	without	requiring	immediate	updates	

to	all	clients.	
- Simplifying	the	transition	to	new	versions	of	services.	

	
7. Performance	Optimization	

	
- Caching	responses	at	the	gateway	level	to	reduce	latency	and	backend	load.	
- Compressing	and	optimizing	payloads	for	better	network	utilization.	

	
8. Resilience	and	Fault	Tolerance	

	
- Implementing	retries,	timeouts,	and	circuit	breakers	at	the	gateway	to	handle	service	failures	

gracefully.	
- Providing	fallback	mechanisms	for	degraded	experiences	when	backend	services	are	unavailable.	

	
9. Cross-Cutting	Concerns	

	
- Standardizing	cross-cutting	concerns	such	as	rate	limiting,	logging,	and	monitoring	in	a	central	

component	rather	than	duplicating	them	across	services.	
	

10. Ease	of	Integration	
	

- Simplifying	integration	with	external	systems	or	third-party	APIs	by	acting	as	a	single	point	of	
negotiation	and	transformation	for	protocols	and	data	formats.	
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3.5 Solution	
	

The	 solution	 of	 this	 pattern	 is	 managing	 all	 incoming	 requests	 and	 routing	 them	 to	 the	 appropriate	
backend	services	or	models.	

	
Figure	3	shows	the	entire	structure	of	the	solution	components	to	solve	the	problem	shown	in	Section	3.3.	The	
discussions	of	the	main	steps	shown	in	Figure	3	of	the	entire	solution	are	shown	below.	

	
• User	Interaction:	The	user	initiates	a	request	through	the	user	interface.	
• API	 Gateway:	 The	 request	 is	 received	 by	 the	 API	 gateway,	 which	 routes	 it	 to	 the	 appropriate	

services.	This	centralization	simplifies	the	routing	logic	and	ensures	efficient	management	of	the	
requests.	

• Authentication:	The	request	passes	through	the	authentication	service	to	verify	user	credentials.	
This	 step	 ensures	 that	 the	 user	 credentials	 are	 verified,	 providing	 a	 secure	 environment	 and	
preventing	unauthorized	access.	

• Input	 Validation:	 The	 validated	 request	 is	 then	 forwarded	 to	 the	 input	 validation	 service.	 This	
service	ensures	that	the	incoming	data	adheres	to	the	required	format	and	standards,	preventing	
erroneous	or	malicious	data	from	propagating	through	the	system.	

• Data	 Processing:	 The	 data	 undergoes	 preprocessing	 and	 feature	 engineering	 to	 prepare	 it	 for	
model	inference.	This	critical	step	transforms	raw	data	into	a	suitable	format	for	model	inference,	
enhancing	the	accuracy	and	efficiency	of	the	predictions.	

• Model	Inference:	The	prepared	data	is	sent	to	the	model	inference	service	to	generate	predictions.	
This	step	is	the	core	of	the	architecture,	where	the	actual	computation	and	analysis	happen.	

• Post-processing:	The	inference	results	are	postprocessed	to	produce	the	final	output.	
• Data	 Storage:	 Relevant	 data	 and	 results	 are	 stored.	 This	 ensures	 that	 all	 interactions	 and	

predictions	are	recorded	systematically.	
• Monitoring	&	Logging:	The	entire	process	is	monitored	and	logged	for	performance	tracking	and	

debugging.	This	enables	real-time	performance	tracking,	debugging,	and	ensuring	that	the	system	
operates	as	expected.	

	
This	 architecture	 ensures	 a	 modular,	 scalable,	 and	 maintainable	 system	 where	 each	 service	 can	 be	
independently	 developed,	 deployed,	 and	 scaled	 Yokoyama	 (2019).	 This	 flexibility	 allows	 for	 efficient	
handling	of	varying	loads	and	the	seamless	integration	of	new	models	and	services	as	the	system	evolves.	
By	centralizing	the	request	management	through	the	API	gateway	and	distributing	the	processing	across	
specialized	services,	this	solution	addresses	the	core	problem	of	efficiently	managing	and	routing	requests	
in	a	scalable	manner.	

	
3.6 Example	

	
E-commerce	 Platform	 with	 Machine	 Learning	 Services.	 An	 e-commerce	 platform	 utilizes	 multiple	 machine	
learning	models	 for	 various	 tasks	 like	 product	 recommendations,	 fraud	 detection,	 and	 customer	 sentiment	
analysis.	Each	model	may	have	its	own	set	of	requirements	and	operational	characteristics.	The	platform	has	
millions	of	users,	requiring	a	robust	and	scalable	solution	to	handle	the	high	volume	of	requests	and	efficiently	
route	 them	 to	 the	 appropriate	 model.	 The	 system	 needs	 to	 handle	 these	 efficiently	 without	 performance	
degradation.	The	platform	also	should	be	able	to	easily	integrate	new	models	and	update	existing	ones	without	
disrupting	the	overall	service.	

	
Following	 the	 solution	 of	 the	 Gateway	 Routing	 pattern	 shown	 in	 section	 3.5,	 the	 gateway	 in	 the	

recommendation	 system	 receives	 a	 request	 for	 product	 recommendations.	 It	 routes	 the	 request	 to	 the	
recommendation	model,	which	may	 be	 a	 collaborative	 filtering	model	 or	 a	 deep	 learning-based	model.	 The	
gateway	ensures	that	the	request	is	processed	by	the	most	appropriate	and	available	model	instance.	
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For	a	payment	request,	the	gateway	routes	it	to	the	fraud	detection	model,	which	uses	machine	learning	to	
assess	the	risk	of	the	transaction.	If	the	primary	model	is	overloaded,	the	gateway	can	redirect	the	request	to	a	
secondary	 instance.	 When	 sending	 personalized	 marketing	 emails,	 the	 gateway	 routes	 the	 requests	 to	 a	
customer	segmentation	model	that	categorizes	users	based	on	their	behavior	and	preferences.	

	
By	 implementing	 a	 gateway	 routing	 pattern,	 an	 e-commerce	 platform	 can	 effectively	 manage	 the	

complexity	 and	 demands	 of	 multiple	 machines	 learning	 services,	 ensuring	 a	 scalable,	 flexible,	 and	 efficient	
system.	
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Fig.	3.	Structure	of	the	Architecture	for	Gateway	Routing	pattern	
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3.7 Discussion	
	

This	pattern	enables	efficient	and	adaptable	routing	of	requests	within	complex	machine	learning	application	
systems,	supporting	scalability,	security,	and	maintainability.	However,	it	introduces	some	challenges:	

	
• Increased	Complexity:	Adding	a	routing	layer	can	complicate	the	system,	heightening	the	risk	of	

configuration	errors.	
• Latency:	Routing	requests	through	a	gateway	may	increase	latency,	which	can	be	problematic	in	

time-sensitive	applications.	
• Single	Point	of	Failure:	If	not	carefully	managed	and	scaled,	the	gateway	may	become	a	

bottleneck	or	a	single	point	of	failure.	
	

3.8 Related	Patterns	
	

1. Microservices	Architecture	Victor	and	Pamela	(2023):	Often	used	in	conjunction	with	the	Gateway	
Routing	 pattern	 to	 manage	 multiple	 services.	 The	 Gateway	 Routing	 pattern	 complements	 the	
Microservices	Architecture	pattern	by	providing	a	centralized	entry	point	and	managing	concerns	like	
routing,	 security,	 and	monitoring,	 thereby	 enhancing	 the	 overall	 scalability	 and	manageability	 of	 a	
microservices-based	application.	

2. Service	 Mesh	 Maia	 and	 Correia	 (2022):	 Provides	 additional	 capabilities	 like	 service-to-service	
communication,	 security,	 and	observability,	 complementing	 the	gateway,	while	 the	Gateway	Routing	
pattern	manages	external	client	interactions	with	the	microservices	ecosystem.	Together,	they	form	a	
robust	infrastructure	for	scalable,	secure,	and	observable	microservices	architectures.	

	
	
	

4. CONCLUSION	
	

In	 this	 paper,	we	 have	 documented	 and	 explored	 two	 significant	 patterns	 for	machine	 learning	 application	
systems:	the	"Representative	Validation	Data"	and	"Gateway	Routing"	patterns.	These	patterns	address	critical	
aspects	 of	 model	 reliability,	 scalability,	 and	 maintainability	 within	 ML-powered	 architectures.	 The	
Representative	 Validation	 Data	 pattern	 ensures	 model	 accuracy	 and	 robustness	 by	 facilitating	 structured	
validation	 and	 performance	 assessment,	 thereby	 improving	 the	 reliability	 of	 models	 before	 deployment.	
Meanwhile,	 the	 Gateway	 Routing	 pattern	 centralizes	 request	 management,	 enhancing	 modularity	 and	
scalability	in	complex	service	ecosystems.	

	
Together,	 these	 patterns	 provide	 a	 comprehensive	 framework	 that	 enhances	 the	 effectiveness	 and	

efficiency	of	deploying	ML	systems	in	production	environments.	By	adhering	to	these	structured	approaches,	
organizations	 can	 better	manage	 the	 complexities	 of	ML	 applications,	 fostering	 a	 robust	 infrastructure	 that	
supports	 innovation	while	ensuring	secure,	 scalable,	 and	maintainable	 solutions.	As	ML	systems	continue	 to	
evolve,	 these	 patterns	 offer	 a	 foundational	 methodology	 to	 address	 the	 growing	 demands	 for	 accuracy,	
scalability,	and	seamless	integration	across	services.	
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