Dark Patterns for Unethical Software Engineering

Cesare Pautasso
c.pautasso@ieee.org
Software Institute, USI, Lugano, Switzerland

Abstract

Unethical software engineers write software to satisfy harmful
requirements. While patterns promote beneficial solutions to re-
curring problems, dark patterns intentionally introduce harmful
solutions. In this paper we present a collection of 16 dark patterns
widely used by unethical software engineers to violate users privacy
(email pixel injector, stealthy input logger), pursue monetization
at all costs (aggressive advertiser, ad-blocker detector, pay to win,
artificial scarcity hoarder, DRM rug puller, obsolescence planner),
commit digital frauds (cybersquatter, sneaky terms degrader, in-
teroperability breaker), manipulate search rankings (fake review
generator, search ranking kickbacker), and engage in unethical ar-
tificial intelligence practices (training data harvester, bot pretender,
deceptive deepfaker). By discussing the ethical consequences of
each pattern we aim to raise awareness about them and encour-
age their avoidance by ethical software engineers, architects and
practitioners.
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1 Introduction

While the benefits of digitalization [23, 70] have been widely studied
in terms of improved efficiency, freedom of expression [56], knowl-
edge sharing at scale, education opportunities, and democratic
participation [97], information technology and software engineer-
ing also inherently lead to some disruptive and deleterious conse-
quences [100]: echo chambers [68], infant addiction [51], biased and
opaque algorithmic decision making [71], surveillance [108], mon-
etization at all costs, and novel kinds of fraud enabled by emerging
technologies such as blockchain and artificial intelligence [19, 59].
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In this paper we collect a small set of 16 dark! patterns [63] which
highlight how some of these problematic aspects are obtained by
intentionally introducing the patterns in concrete software systems
and applications. The patterns have been too often applied in prac-
tice by unethical software engineers who do not value autonomy,
fairness, inclusiveness, privacy, respect, trust, transparency, and
sustainability. Raising awareness about them can hopefully start a
discussion on how to best avoid them in the future as the ethics,
trustworthiness and responsibility of software engineers become
even more critical [27, 45, 83].

Raising awareness about them can also unfortunately lead to
a dual-use dilemma, in which the presence of these dark patterns
is intensified and promoted, also because of how effectively they
work exactly as intended. While software engineers are trained and
expected to conceive, design, develop, build, test and release high
quality software which satisfies its functional requirements, who
bears the full responsibility when the software implements harmful
requirements? “Engineers should serve neither as servants, blindly
taking orders from management or society, nor as overlords who
paternalistically know best what society needs. The idea of ‘the
Great Engineer’ went out with Herbert Hoover. The idea of the
engineer as order-taker went out with Nuremberg” [86, 87]. As we
write this collection of dark patterns, like researchers on security
patterns [88] before us, our intention is far from leading software
engineers (or students entering the field) into temptation. On the
contrary, this collection is meant 1) to raise a warning flag; 2) to
stimulate a discussion on where exactly to draw the line; 3) and
hopefully lead to their avoidance, or at least some form of resistance
against the identified malicious practices.

Each dark pattern is positioned in its context, described with
the usual problem and solution, followed by a discussion of the
consequences of introducing it and an explicit argument summariz-
ing the ethical violation. A few references to generic known usage
scenarios complete the pattern template. While specific known
uses are available upon request, we chose not include them since
they are probably well known already and their selection would be
arbitrary: it is outside the scope of this paper to apportion blame.
We leave it as an exercise to the reader to spot real world examples
of these dark patterns in the wild.

It is also outside of the scope of this paper to determine whether
some of the described unethical practices are illegal or not, as this
both depends on the current legislation and the regions in which it
is in force.

The pattern collection is organized in five categories (Table 1):
covert surveillance, monetization at all costs, digital fraud, ranking
manipulation, and unethical artificial intelligence practices.

'We chose this term as opposed to “anti-pattern” in agreement with [102]: while
both should be avoided, dark patterns are intentionally introduced to cause harm,
while anti-patterns can be seen as design mistakes which can be corrected through a
refactoring.
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Table 1: Overview of the 16 Dark Patterns for Unethical Software Engineering

Problem

Solution

Ethical Violation

Covert Surveillance

1. EMAIL PIXEL
INJECTOR

2. STEALTHY
INPUT LOGGER

How to covertly track whether email
messages have been opened for reading
by their recipients?

How to explain the behavior of users
without asking them?

Embed tracking pixel-sized image in
HTML-formatted emails

Covertly capture partial input even be-
fore it is submitted for processing

Privacy violation

Privacy violation; exploit users
as testers

Monetization at all costs

3. AGGRESSIVE
ADVERTISER

4. AD-BLOCKER
DETECTOR

5. PAy To WIN

6. ARTIFICIAL
SCARCITY
HOARDER

7. DRM rRUG
PULLER

8. OBSOLESCENCE

How to maximize ad revenue?

How to force blocked ads to be dis-
played?

How to make gamers pay to play
games?

How to intentionally restrict the avail-
ability of digital goods to manipulate
their price and increase profits?

How to make users pay again for DRM-
protected digital goods already bought?

How to keep profiting from a saturated

Display ads everywhere

Refuse to display content when ad-
blocker is detected

Give away games for free, but make it
impossible to win without paying

Make digital goods behave like physical
ones

Stop the digital rights management
(DRM) authorization system

Create a need for unnecessary upgrade

Profits over user experience
Users forcefully exposed to ads
Gamers turn into gamblers

Exploit fear of missing out

What was deceptively “bought”
vanishes into thin air.

Waste limited natural resources

PLANNER market?
Digital Fraud
9. How to take advantage of users who Register mis-typed domain names Exploit users trust
CYBERSQUATTER trust the mistaken URLSs they open?
10. SNEAKY How to comply with the requirement to  Inform users that a new agreement will Mislead users into accepting new,

TERMS DEGRADER

11.

INTEROPERABILITY

BREAKER

inform users about changes while mak-
ing it unlikely for them to withdraw if
they no longer agree?

How to ensure full control over the
client application user experience by the
API service provider?

be introduced without specifying in de-
tail what changed

Block, intentionally break or simply
stop responding to unwanted clients

possibly harmful terms

Waste client developers time and
effort

Ranking Manipulation

12. FAKE REVIEW
GENERATOR

13. SEARCH
RANKING
KICKBACKER

How to influence the aggregate review
scores?

How to ensure arbitrary content is
ranked in the top search results?

Automatically post a large number of
positive or negative reviews

Obtain a high ranking by paying a fee

Mislead users; ruin
mender’s reputation

recom-

Search engine integrity harmed
when organic and sponsored re-
sults look the same

Unethical Al Practices

14. TRAINING
DATA HARVESTER

15. Bot
PRETENDER

16. DECEPTIVE
DEEPFAKER

How to amass a sufficiently large quan-
tity of training data suitable for a variety
of applications?

How to transparently deal with limita-
tions or failures of artificial intelligence
bots and avoid accountability?

How to deceive viewers with misinfor-
mation which appears to be authentic?

Crawl every possible data source, even
without authorization

When the bot fails, have a human
silently take over

Develop software applications that pro-
duce deep-faked videos and post them
as authentic

Exploit original authors of train-
ing data

Make the bot appear smarter
than it really is; skirt responsi-
bility for the human taking over

Take over someone’s voice or im-
age without permission
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2 Covert Surveillance

Surveillance was originally practiced by governments to watch over
their subjects [60]. Existing practical limitations on the targeted
population size and the breadth of the surveillance scope have been
swept away by digital technology [53]. Now surveillance tools are
widely deployed and provide the foundation of large sectors of the
economy [108].

In this section we include two dark patterns where covert surveil-
lance is used to track email communication and to extract feedback
from users. In both cases users are not aware they are being watched
as they read “their” email or use “their” software.

Dark Pattern 1 - EMAIL PIXEL INJECTOR

Context:

Email communication does not provide guaranteed message de-
livery [72]. While specific receipt notification delivery methods
exist, users may choose to disable them. Massive marketing lists
from senders of unsolicited commercial email — spammers — have
a pressing need to precisely track which messages have been deliv-
ered to whom as part of different campaigns.

Problem: How to covertly track whether email messages have been
opened for reading by their recipients?

Solution:

Send messages using only HTML format (not in plain text) so
that it is possible to embed within the document tiny invisible
images. These pixel-sized images will be fetched from a dedicated
message delivery tracking server. This server will be pinged by the
user email client at the time (and in some cases, every time) the
recipient opens the message for reading it.

Consequences:

It becomes possible to distinguish who does not read a given
email message from who actually opens the message for reading it.
The sender can know not only whether the message was delivered
or not, but also when exactly the user opened it for reading it, and
use this knowledge for timing the delivery of follow up messages.
Senders may for example send a creepy complaint to recipients that
opened their message but — for some reason — did not (yet) reply
to it. By looking up the geographic location of the user IP address,
it becomes possible also to estimate the physical location of the
recipient at the time the email was opened for reading.

Ethical Violation:

The privacy of the email recipient is compromised. Email users
are no longer free to check and read their email at their own pace.
Even email users that reject sending receipt notifications are still
tracked as they display the email content.

Drawing the line:

There are standard email protocols which allow senders to be
notified of the receipt of their message, if recipients allow it [34].
If they disallow notifications to be sent back, there is probably a
good reason. For example, they do not wish for their actions to
be monitored, their mail reading habits to be inferred. They do
not wish for the recipient to know that they have already seen the
message, even if they are not going to reply to it yet.
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Injecting tracking pixels into mail messages crosses the line as
it intentionally tricks the mail reader application into sending out
unwanted notifications even if the user may have disabled this
behavior.

Known Uses:

Every professional mailing list management software offers de-
livery tracking features based on spy pixels [46]. Some email clients
offer protection by not displaying images by default (but if users
choose to display images, they will do so indiscriminately). Others
will do so by proxying the image request through the email provider,
thus hiding the IP address of the reader. A few have recently started
to detect and remove such spy pixel images from known trackers
and to warn users about their presence.

Dark Pattern 2 - STEALTHY INPUT LOGGER

Context:

Users may perform only the initial steps of a workflow without
reaching its natural completion (e.g., search for products, add them
to a shopping cart, but stop before submitting the order [96]). Users
may begin to enter information into a form but may forget to submit
it, or intentionally stop before doing so. Users are not willing or
able to provide explicit feedback about their actions.

Problem: How to explain the behavior of users who leave tasks in-
complete without asking them?

Solution:

Covertly capture partial user input so that behavior of explic-
itly identified users can be observed before they reach their task
completion. If necessary, log every click [66], keystroke [15], and
sample any available device sensor [18] during the task execution.

Consequences:

Obtaining visibility into the user actions by analyzing partial
input can help detect usability issues, and profile users to predict
their likelihood of completing the task successfully.

If their partial input has been captured and stored persistently,
users are able to restore the state of their tasks and continue from
where they left off. Users may also get auto-completion suggestions,
which are retrieved as their partial input is combined with the input
of countless previous users attempting a similar task. Returning
users may also get incentives to finally complete their task, or —
on the contrary - as they demonstrate a renewed willingness to
convert, get penalized with slightly higher prices.

“Companies are nowadays using customers to market, sell, and
create products for them” [55]. The distinction between end users
and beta testers is blurred whenever people struggle through a
poorly designed U, report bugs and discuss among themselves
how to work around them or even risk their lives without any
compensation? for their pain/effort as they are implicitly providing
invaluable feedback to the software provider [48].

Ethical Violation:
Users often assume that their input is not processed (nor stored)
before they explicitly issue a command to do so (e.g., by clicking a

2Users will definitely benefit from the opportunity of buying the next generation of
products, much improved thanks to their unacknowledged contribution. See Training
Data Harvester.
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save button, submitting the form), thus they may not expect that
their partial, private, and possibly incorrect input is already visible
to the service provider, and might be used against them.

Drawing the line:

What are the assumptions of users regarding the privacy of
their interactions with the system? Are the smart autocompletion
suggestions generated locally on the same device, or is the user
partial input sent unencrypted, keystroke by keystroke, across the
Internet [39] and stored forever in the Cloud?

If the user input is collected to make a decision affecting the
users themselves, will the decision be based exclusively on the
submitted information, or also considering on how many typos,
corrections, hesitations, false starts, and breaks the user took during
the preparation of the submission package?

A stealthy input logger crosses the line because it metaphorically
places every user behind a one-way mirrored wall, without users
being aware that the whole software development, operations and
analytics team watching them is making bets on which button they
will press next.

Known Uses:

Major travel booking sites send an email roughly 24h after a
search for an accommodation has been left unfinished. The email
includes a few recommendations nudging the recipient towards
restarting the booking process.

A/B testing is a common practice for performing comparative
empirical evaluations of the performance of competing designs as
they are applied to unsuspecting users [11, 48].

3 Monetization at all costs

Creating digital goods — arranging bits in a particular way — is
an invaluable skill. “Who can afford to do professional work for
nothing?” [29] There is no question that creators should be com-
pensated for their time and the resources they invest into making
their creations [43].

Over the years, many business models have been introduced to
market and sell digital goods, often resulting in the intermediary
platforms capturing most of the revenue for themselves [49] as
the terms of ownership change from buying to renting (on the
consumer side) and employees are reclassified as contractors (on
the creator side).

Monetization at all costs prioritizes short-term financial profits
over user satisfaction, developer reputation and long-term sustain-
ability. “Although monetization is very business centric, there is
also some technical knowledge required to make sure that mone-
tization work well” [85]. Indeed it would not be possible without
applying software engineering skills to build instances of the Ag-
GRESSIVE ADVERTISER, AD-BLOCKER DETECTOR, PAY TO WIN, ARTI-
FICIAL SCARCITY HOARDER, DRM RUG PULLER, and OBSOLESCENCE
PLANNER dark patterns.

Dark Pattern 3 - AGGRESSIVE ADVERTISER

Context:
While some applications offer ad-free paid subscriptions, most
providers of free content rely on revenue from ads [77].

Problem: How to maximize ad revenue?

Cesare Pautasso

Solution: Increase the quantity of ads displayed as much as possible:

o Allocate most of the user interface real estate to display ads.
e As a response to user interactions, open pop up windows
entirely filled with ads, so that the user must close them to
be able to access the screen they have been interacting with.
Interleave ads within user provided content. For textual
content, insert an ad between every paragraph. For image
slideshows, insert an ad between every slide. For video, do
not allow users to start watching their video before being
exposed to at least one video ad, then randomly interrupt
the video with additional ads, or place banner ads over the
underlying video.
e From time to time, play full screen advertisement videos and
leave no option to the user for skipping them.
e On full-screen video or popup ads, place fake close buttons
which trick users into clicking on the ad.

Consequences:

The number of ad impressions and possibly the click-through-
rate will grow.

The reputation of the content provider will suffer. Ads are an-
noying distractions [8]: not only they waste time and resources,
but also raise serious privacy concerns [106]. Users are kept under
surveillance [108] so they can be targeted with the same ads over
and over across different applications. Ads have been also used a
vector for malicious attacks [18, 91].

There is a limit beyond which users will no longer tolerate the
invasive presence of ads [31]. Beyond the limit users will either
stop using the application or install an ad-blocker.

To avoid this reaction, the amount and proportion of ads should
be gradually increased over time [6]. New users get an almost ad-
free experience, while returning users are presented with more and
more invasive ads.

Ethical Violation:

Attention is a scarce and limited resource. In the age of informa-
tion overload, diverting attention towards unwanted, distracting
and sometimes annoying ads is even more wasteful.

Drawing the line:

While providing free content is not economically sustainable, es-
pecially when facing growth in traffic, advertising is a common way
to generate revenue, especially with popular content providers [24].
Once the recurring infrastructure costs and salaries have been paid
thanks to ad clicks, is there a point where the obscene profits ob-
tained by an aggressive advertiser no longer justify annoying the
user population?

Known Uses:

While many applications initially succeed on their value propo-
sition and high content quality, there comes a time when their
ownership is transferred from the original developers to new man-
agement interested in recouping the cost of the acquisition in the
shortest possible time. At this stage, the user experience tends to
degrade as the focus of the application shifts from providing value
to users to extracting ad clicks from them.

3See AD-BLOCKER DETECTOR.
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Dark Pattern 4 - AD-BLOCKER DETECTOR

Context:

While some applications offer ad-free paid subscriptions, most
providers of free content rely on revenue from ads [77].

Users tend to avoid clicking on ads as they are mostly inter-
ested about the content (or prefer to engage with the application
features) [13].

With more and more invasive ads being aggressively displayed,
users resort to ad blocking tools [94] to protect their privacy, ensure
the content remains accessible to them and ad-filled application
screens maintain a minimum level of usability.

Problem: How to force blocked ads to be displayed?

Solution:

Test whether the ad gets displayed in front of the user. If the
ad has been blocked, 1) prevent the user from accessing the actual
content; 2) tell the user to disable the ad blocker so that the content
will be shown together with the ads.

Consequences:

Blocking users that employ ad blockers may backfire as users
are driven away towards other content sources. Some users who
can afford it may also be enticed to become paid subscribers with
the promise? to keep their experience free from ads.

Native ads, a form of product placement where ads are deeply
embedded within the content, may be more challenging to block as
ads are served from the same source as the content provider and
therefore also assuage privacy concerns.

Ethical Violation:

While blocking deceptive, manipulative or malicious ads may be
morally justified [103], some targeted ads may be simply informa-
tive, entertaining or even beneficial for users that discover exactly
the right recommendation at the right time. Users should remain
free to choose whether or not to be exposed to ads, unless they are
contractually obligated to view ads in exchange for receiving the
corresponding content.

Drawing the line:

The ad-blocker detector crosses the line because it takes away
the user’s freedom to choose whether or not to be exposed to ads.
Some ad blocking tools offer powerful filters that can be customized.
Thanks to them, users can freely decide on which site to block or
display ads. For a fee, the authors of some ad blocking tools will
whitelist some ads and display them instead of blocking them by
default. In some cases, this revenue stream is shared with the users
to which the ads are shown.

If our collective attention is valuable, the ongoing struggle be-
tween advertisers and ad-blockers may result in recognizing the
right for everyone to freely 1) decide whether to be subjected to
ads or not and 2) determine what is the price for selling a span of
their precious attention.

Known Uses:

Most online news sources detect and also block attempts to
separate the news content from the ads. They may employ soft ad
blocker detectors, which partially hide the content from view or

4See SNEAKY TERMS DEGRADER.
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prevent users from scrolling to read it completely. Hard ad blocker
detectors will simply stop delivering the article content.

Ad-blocking has been called one of the greatest boycotts in
history, leading to the emergence of ad blocker detectors, which
will lead to further developments in stealth ad blocking tools, or the
careful engineering of tools to block both ads as well as ad blocker
detectors themselves.

Dark Pattern 5 - PAY To WIN

Context:

Gamers have limited time to play. Gamers enjoy winning a
game [26] and like to compete to see themselves at the top of
the player rankings.

Game development projects need to be economically sound.
Piracy affects game developer revenues, as gamers obtain access to
games without paying for them.

Problem: How to make gamers pay to play games?

Solution:

Give away games for free, but make it almost impossible to
advance in the game by solely relying on patience, luck, and skill.

Design a game featuring an “in-game economy” with a virtual
currency and a marketplace of power ups that can be obtained
randomly (i.e., loot boxes), over time (e.g., gold farming) or by
payments. Define an exchange rate between the virtual game cur-
rency and the player real-world currency and implement the means
to transfer funds into the game (but not the other way). Provide
volume discounts when exchanging larger sums.

By default, make gamers progress towards victory slowly. Intro-
duce the opportunity for players to purchase the means to speed
up the progress of the game for a fee (i.e., pay to accelerate [93]).

Similarly, the difficulty of the game should gradually increase
until players are no longer able to succeed without purchasing the
required power-ups that will tilt the playing field in their favor.
For example, make some advanced levels almost impossible to win
without purchasing the means to do so.

In case of multi-player games, sell power-ups which provide an
advantage over other players.

For games that have a complex, multi-level structure, sell access
to the final level(s).

For games where players can gather resources, sell more capacity
to store and carry forward rewards, which would be lost otherwise
due to artificially introduced storage size limits.

Consequences:

Gamers do not have to make an upfront investment before they
can try to play a new game.

Game developers need to finely tune the speed or difficulty of
the game so that players do not leave and give up because it takes
too long to win it. Still, if the game runs too quickly or it is too easy,
players have no incentive to purchase power ups from the game
developers.

While some casual players may be content to follow the game at
its default speed, and build up their skills over time to overcome the
game challenges, the game developer can break even if a sufficient
number of hardcore gamers keep paying to win [41].



PLoP 2024, October 13-16, 2024, Skamania Lodge, Columbia River Gorge, Washington, USA.

Ethical Violations:

Players should not be nudged towards paying to win as they face
the alternative of spending countless hours “grinding” at menial
“gold farming” tasks to earn game credits.

Giving paid access to sources of randomly generated power ups
has been deemed a hidden form of gambling [4].

Players often feel frustrated and cheated if during the game they
discover that they can finish the game they started for free only by
paying to enter the final level.

Some very young players [51] may not even realize that they are
spending someone else’s funds so that they can win the game.

Drawing the Line:

Is it still a fair game if players can pay to win? And what is the
right price for victory? And where is the fun in pitting players who
bought their way up against players who simply like to play?

Most in-game payments are intentionally kept small with micro-
transactions, but there can be also some highly expensive and as a
consequence very powerful speedup items for sale.

Games exploit gamification techniques [5] to engage players and
turn their occasional game playing activities into a hard-to-resist
habit [52]. This will lead to an irresistible urge to keep playing and
the price of ending the game will seem like a small ransom to pay
to finally quit their addiction.

Known Uses:
20 pay-to-win games have been listed here [80].

Dark Pattern 6 - ARTIFICIAL SCARCITY HOARDER

Context:

Digital goods (i.e., books, music, videos, software) can be repli-
cated for negligible costs. Storage space for digital goods is virtually
infinite. The time required to transfer copies of digital goods across
different storage devices is becoming instantaneous. The vast abun-
dance of digital goods overwhelms the very limited attention span
which consumers can dedicate to them.

Problem: How to intentionally restrict the availability of digital goods
to manipulate their price and increase profits?

Solution: Many attempts have been made to thwart the fundamen-
tal properties of digital bits so they behave like physical atoms [67]:

o Bind digital goods with physical ones (such as copy-protection
devices).

o Require owners to register and identify themselves to obtain

access to only the digital goods they are currently entitled

to.

Introduce digital rights management (DRM [30]) to create

a secure path between the digital storage and the output

devices used to render the digital goods in front of their

“owner” sensory organs.

Make digital goods expire and fade away after a certain date>.

Strictly limit the number of times digital goods can be ac-

cessed.

Tie the digital goods to a specific geographic location from

which they can be accessed.

5See OBSOLESCENCE PLANNER.
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Consequences:

When ownership of digital goods is tied to ownership of physical
ones, both share the same limitations: they need to be manufactured,
stored, packaged, shipped and take time to be delivered; also they
can be damaged, lost or stolen. However, these limitations are
intrinsic only to physical goods.

Although physical goods can be bought and enjoyed anony-
mously and privately, digital goods are typically bound to the iden-
tity of their owner that needs to be registered at the time of purchase
and authenticated every time the goods are accessed.

While not all DRM schemes require user authentication, DRM
will block some fair usage scenarios. DRM protections may also
malfunction and lock out the rightful owner®.

Even if physical objects wear out, digital goods can be preserved
longer than their underlying physical substrate: the original bit
arrangements could theoretically survive forever. However, the
media can be decoded, the text can be rendered, the software can
run only if the corresponding platform is kept functioning.

Some physical devices rely on consumable, limited resources
that expire and need replacement (e.g., the fuel of an internal com-
bustion engine, the ink of a printer). Digital goods do not have such
limitations and can be enjoyed indefinitely.

In a similar way, physical objects exist in their geographic lo-
cation, and can sometimes cross borders, along with their owners.
While the traditional ownership relationship is not affected by the
geographic location of the owner and their property, the same does
not seem to hold for geo-fenced digital goods, which can only be
enjoyed while the owner is located in certain places [22].

Ethical Violation:

Creating artificial scarcity in digital goods (e.g., by deceptive
marketing practices which generate the illusion of exclusivity, with
limited releases, editions, or timed drops) misleads and exploits con-
sumers by inflating prices unjustifiably and exacerbating economic
inequality. Only those who can afford it have access to resources
which are becoming more and more essential. The perception of
scarcity can create a sense of urgency (e.g., fear of missing out) lead-
ing consumers to impulsive purchases, which can in turn promote
unhealthy behavior leading to financial stress.

Drawing the line:

If the entirety of the whole human knowledge will soon fit on a
USB memory stick, why shouldn’t everyone be able to carry one
around in their pocket? What should be a fair market price for it?
Who would deserve the privilege of setting such price? “Nobody
bothers to create property for some resource that lies around in
abundance” [81].

The artificial scarcity hoarder crosses the line as it attempts to
make a “limited edition out of unlimited” [74] going against the
very nature of digital goods: “even assuming that it were possible to
totally prevent piracy, the infinite durability of digital goods would
still undermine the profits of the digital goods industry” [79].

Known Uses:

Non fungible tokens (NFTs) are often released in exclusive digital
art markets where delivering a veneer of digital scarcity induces a
significant consumption of actually scarce natural resources [84].

9See DRM RUG PULLER.
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Dark Pattern 7 - DRM RUG PULLER

Context:

Digital Rights Management (DRM) have been introduced to en-
sure exclusively authorized access to digital goods [25]. DRM soft-
ware relies on remote, Cloud-based services to perform authoriza-
tion and authentication, whose availability is critical to ensure
continued access to the protected digital goods.

Problem: How to make users pay again for DRM-protected digital
goods they already have bought?

Solution:

DRM-protected players should disallow access when the Cloud
backend they depend on is not available.

Shut down the DRM backend in the Cloud.

All players cannot grant access since they are no longer unable
to perform the user authorization.

Consequences:

Owners have to buy “their” digital goods one more time under
another, more up-to-date DRM scheme.

The concepts of ownership and property do not work as expected
with DRM. Access to purchased digital goods is only possible as
long as the DRM system works. When the DRM backend is no
longer functional, “owners” of digital goods will no longer be able
to access them (even if the bits they paid for are still stored on their
devices). Circumventing DRM technology remains illegal even after
it fails.

Ethical Violation:

From an economic perspective, it is impossible that the price paid
for purchasing the digital good can subsidize the costs of running
DRM systems forever, or at least during the whole lifetime of the
digital good.

The DRM rug pull happens when the DRM system is intention-
ally shut down, even before it is no longer economically viable to
keep operating it.

Drawing the line:

As technology rapidly evolves, DRM needs to keep up as well as
to continue supporting legacy devices’.

Honest people dislike being treated like potential thieves. DRM
protected media imposes a tax both in terms of usability, interoper-
ability and complexity, which may prevent casual piracy but also
make the customer experience worse and discourage sales.

Neither legislation nor technological roadblocks will deter or-
ganized criminals who seek to bypass the DRM access control
mechanisms [21]. After the DRM rug pull happens, circumvention
tools may be the only viable means left to access the media.

DRM works exactly as intended by treating everyone as a po-
tential attacker, including the rightful “owner” of the digital media,
who remains so only until before the rug is pulled.

Known Uses:

Popular music players using proprietary DRM-locked formats
eventually stopped working without offering any path for their
users to migrate the digital music files they purchased so they could
be played with alternative applications.

7See OBSOLESCENCE PLANNER
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Dark Pattern 8 - OBSOLESCENCE PLANNER

Context:

There are unlimited resources available. It is possible to precisely
control the durability of manufactured goods. While entropy is a
physical phenomenon that leads to damage and decay, software
entropy reflects the same destiny of digital goods [12].

Problem: How to keep profiting from a saturated market?

Solution:

Create a need for unnecessary upgrades by artificially setting
a controlled bound on the operating lifetime during which digital
goods can be used.

This bound can be set explicitly and directly, for example, by
hard-coding an expiration date on a specific software release. Often
it is set indirectly, for example, by raising the minimum hardware
requirements of an operating system release so that it excludes
older hardware configurations.

Consequences:

When it stops working, it needs to be replaced. Repair and re-
covery are not an option in a throwaway society [14].

More in detail, when the application is no longer compatible, the
operating system needs to be updated. When the operating system
update cannot be installed, the hardware needs to be upgraded.
When the hardware needs to be upgraded, by design, it is not
possible to perform specific component upgrades (e.g., adding more
memory or storage space), therefore the entire device needs to be
replaced with a new one.

Ethical Violation:
Entropy does not need our help. Resources are limited and even-
tually there will nothing left to mine but our own trash.

Drawing the line:

Any device with a non-replaceable battery will become a brick.

Any device with proprietary, no longer supported software or
operating systems will become a brick.

Any device which communicates using non-standard and non-
backwards-compatible protocols will become a brick.

Any device which depends on the Cloud (for authorization, for
storage, for computation offloading, for boosting its intelligence,
for delivering firmware updates) will become a brick.

While the context surrounding a system will inevitably change,
such changes happen outside the control of the architect of the
system. The obsolescence planner crosses the line by introducing
specific obsolescence triggers and intentionally embedding them
within the system so that its performance degrades over time and
before its time.

In the long run, free and open technology outlasts proprietary
software and data formats [35].

Known Uses:

The limiting factor can be placed in the hardware itself (e.g.,
crashed disks, batteries which no longer charge, failed ports, bro-
ken keys and switches, worn out connectors). If the hardware still
works, it may become too “slow” to handle the bloat of more recent
software stacked on it. Or simply its operating system may reach
its end of life. Or the programming language compiler no longer
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targets an old operating system version. As a consequence, critical
software applications are no longer receiving updates.

Noteworthy are Web browsers, which strive to keep backwards
compatibility when calling ancient Web servers. However, even
ever-green browsers tend to discontinue support for old operating
system versions relatively quickly.

4 Digital Fraud

There is an inordinate amount of trust users put into their digi-
tal devices, making life easy for digital fraudsters to take unfair
advantage of them. While there are many possible online scams,
worthless cryptocurrencies, and security breaches performed by
global ransomware gangs — to name a few — in this section we focus
on two specific types of frauds: impersonation and the so-called
“bait and switch”.

Impersonation involves assuming someone else’s identity. Fraud-
ulent impersonation uses it to deceive others to gain access to
restricted information, to inflict damage to someone’s reputation,
or simply for financial gain. A CYBERSQUATTER is an imperson-
ator found at the boundary between the digital and the real-world
identity, sometimes one character or one pixel away from the true
one.

Bait and Switch frauds in the digital world work exactly like
in the real world: they lure a user with the promise of something
attractive (too good to be true) and after the user takes the bait,
they switch to something less desirable or even harmful. In this
paper we present how bait and switch is applied at the business
level — where the initially appealing terms of service (ToS) are
gradually changed into a more expensive, more difficult to cancel,
or simply disappointing deal (SNEAKY TERMS DEGRADER) — and at
the technical level (INTEROPERABILITY BREAKER).

Dark Pattern 9 - CYBERSQUATTER

Context:

Some users still type URLs into browser address bars. A few
blindly trust the links they click on. Others prefer to scan QR codes
- now ubiquitous — with their phone cameras.

Problem: How to take advantage of users who trust the mistaken
URLs they open?

Solution:

Typo-squatting, or URL hijacking, targets people that acciden-
tally mistype a website address directly into their web browser
URL field [65]. It also targets developers who mis-type the name
of the packages they install as dependencies in their projects [95].
More recently, a new variant of these attacks targets non-existing
package names hallucinated by LLM code generators.

Phishing attacks rely on users who trust the links they receive in
malicious email messages. Likewise, Qishing attacks work if users
trust that any QR code they scan will bring them to a safe place.
Since QR codes are not readable by humans, it is possible to replace
them without human noticing the difference — unlike with typos
introduced in Internet domain names.

Consequences:
Dealing with typosquatters increases the costs of domain name
registration: domain names should not only be registered for all

Cesare Pautasso

top-level domains but also for all possible common variations of
the name when mistyping it. This way user who mis-type the
domain name can be redirected back to the correct spelling. While
registering a single domain may be relatively cheap, protecting its
many variations can significantly impact recurring DNS-related
costs.

Links embedded in email messages can be checked and filtered
to ensure they are referring to a legitimate target. Note that while
doing so, the original links in email messages are often replaced so
that users clicking on them can be warned they may be opening
a malicious site, also making it convenient to track who has a
tendency to click on such links and when they last did so. In case
of bad consequences, it’s good to have someone to blame.

While QR codes printed on stickers that overlap with existing
QR codes may indicate that the code has been upgraded or cor-
rected since the original one underneath was printed, these should
be treated with suspicion. If a QR code is printed next to a URL
address, it is possible to decode the QR code and check whether it
is consistent with the human readable URL before opening it. Still,
such consistency does not imply safety.

Ethical Violation:

Typosquatting involves registering domain names that are ty-
pographical variations on names in which the malicious registrant
lacks any legal right. Additionally, the intention is to mislead and
confuse typo-prone users, to damage the reputation or simply extort
money from the rightful trademark owner.

Cybersquatters exploit the tendency of users to blindly trust
QR codes, especially when these are placed in a mostly harmless
context.

Drawing the line:

What is the goal of the cybersquatter? Do they simply stand in
the shadow of high traffic properties and benefit from the trickle
of mistaken visitors? Do they attempt to trick mistaken users into
revealing their credentials by impersonating a trusted storefront?
Or do they benevolently help lost users find the right way?

Known Uses:

This study [65] crawled more than 285000 typo-squatting do-
mains targeting the top 3 264 .com sites.

Web browsers contain blacklists of URLs with typos which help
to mitigate some of these attacks, assuming the editors of such
blacklists are trustworthy and swift with their updates.

Dark Pattern 10 - SNEAKY TERMS DEGRADER

Also known as: Darth Vader deal-maker: “I am altering the deal.
Pray I do not alter it any further” [47].

Context:

End users are interested to run “their” software, access “their”
content. End users quickly scroll through lengthy licence agree-
ments so they can click on the Accept button and start working.
Very rarely they open and read privacy policy statements or com-
plex terms of services [10].

Problem: How to comply to the letter with the requirement to inform
users about changes in the agreement while making it unlikely for
them to withdraw if they no longer agree?
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Solution:

While users need to be notified that a change has occurred, they
do not have to be explicitly informed about the specific details of
the change. More in detail:

(1) Send a notification as late as it is legally possible to the users
informing them that the terms have changed.

(2) Include a cursory summary of the changes (e.g., clarity of the
wording has been improved, it’s all in your benefit anyway).

(3) Share a link to the new agreement text. Do not highlight
which clauses have been modified or added w.r.t. the previous
version of the agreement.

(4) Inform users that no action is required on their part, if they
keep using the software, they implicitly agree to the new
terms.

Consequences:

End users may or may not notice the notification. Some of the
end users that do notice may open the link. They will be able to read
the new version of the terms extensively, but without any means to
compare it with the previous one and check what actually changed.
Users have invested their time in learning how to use the software,
entered all their data into it and may not easily find a replacement
within the short time frame mentioned in the notification. Also,
users are given no option to keep being users of exactly the same
software under the previous terms.

Ethical Violation:

While an entire ToS agreement may be too long to read carefully,
changes are usually much shorter, so why not present at least the
changes so that they are easy to notice and understand?

Drawing the line:

Introducing changes that negatively affect or harm users should
not be done in a deceptive way, by attempting to hide the changes,
by downplaying their impact, and without disclosing possible al-
ternatives. While default acceptance (opt-out) is appropriate for
a rapid transition towards improved terms, users should be given
ample time to study the changes so that they become aware of their
implications. Then, users should be required to explicitly give their
consent (opt-in) if the new terms do not play in their favour.

The sneaky terms degrader crosses the line by downplaying the
impact of changes and making it more difficult than it should be to
understand what actually changed.

Known Uses:
““Enshittification’ is coming for absolutely everything” [20].

Dark Pattern 11 - INTEROPERABILITY BREAKER

Context:

External consumers built a thriving client application ecosystem,
which brings more and more users and traffic through the API Users
can filter content and customize how it is displayed by picking the
corresponding client application, leading to an inconsistent but
flexible user experience. Users may also develop automated scripts
that go beyond the API integration scenarios originally envisioned
by the service provider.

Problem: How to ensure full control over the client application user
experience by the API service provider?
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Solution:
Service providers regain control over their client ecosystems by:

blocking - if API keys [107] are in place, simply revoke the
ones of rogue clients which will stop functioning.

breaking — release a new API version which breaks most ex-
isting versions of client applications but release in lock-step
patches to keep the officially sanctioned clients compatible.

benching (or ghosting) — modify the API backend to stop
sending data when responding to unwanted clients, without
breaking them (i.e., no errors will be reported to users, which
will be left to stare at empty screens).

Consequences:

After the intentionally backwards incompatible API is released,
users can no longer work with their client applications which sup-
ported filtering unwanted content, nor they can modify how to
render the content retrieved from the API to suit their needs by
switching between alternative front-end applications.

Developers of client applications or scripts may always update
them to recover compatibility with the latest API version. This has
a non negligible cost, which forces some client developers out of
the Sisyphean race to maintain the compatibility of their clients.

Users of client applications which consume feeds from multiple
APIs may not realize they are no longer receiving content sourced
from the API whose interoperability has been - silently — broken.

Ethical Violation:

The balance of power between API service provider and client
developers shifts as a growing set of clients depends on the API,
which becomes more and more popular and irreplaceable. Client
application developers flock towards a given API under the assump-
tion that it provides an attractive but stable and reliable platform.
Their significant investment in building software on top of the
API can be quickly nullified if the underlying API simply breaks
compatibility or arbitrarily invalidates their API keys. This leads to
spending more and more time and effort dealing with API changes
as opposed to developing innovative application features.

Drawing the line:

The arc of software evolution naturally bends towards break-
ing interoperability. It requires extra effort to maintain backwards
compatibility and design APIs with forwards compatibility in mind.
Breaking interoperability may help to promote strict standard com-
pliance or ensure that misbehaving clients are unable to connect.

Interoperability is what keeps software architectures open. It
allows to compose APIs in unexpected and innovative ways. After
taking advantage of interoperability to gain traction, the interop-
erability breaker crosses the line when it begins to build a walled
garden to exert more and more control over who is allowed to
access the API and what they can or cannot do with it.

Known Uses:

Major social media platforms, after an initial phase offering open
APIs to attract interest, have started to exert a very tight control
over their clients. For example, disallowing ad-blocking or temporal
sorting of feeds.

Major operating system vendors, after an initial phase focused
on developing a rock-solid API to attract application developers,
have started to develop their own competing client applications.
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5 Ranking Manipulation

Users have come to expect their software to be functionally sound.
They trust that given their valid input, the correct output is returned.
For example, if the software claims to perform a database lookup,
users assume that the result is a pure reflection of the content of the
database to which the given sorting criteria has been applied. If the
software is meant to compute the nearest location of a given shop
or restaurant, users expect that the result solely depends on their
position, the chosen mean of transportation, and the presence of
traffic delays. The payment of a fee to be prominently listed, or the
presence of a suspiciously large number of very positive reviews,
should not affect the objective criteria used by the software to make
ranking decisions.

The ranking manipulation dark pattern challenge these — possi-
bly naive, but still valid — assumptions on how search results are
provided. When ranking decisions are crowd-sourced, the FAKE
REVIEW GENERATOR will automate the production of reviews to
improve or degrade the placement of a given listing. Alternatively,
a SEARCH RANKING KICKBACKER will simply sell access to highly
ranked spots while pretending that the results are still relevant and
related to the search query.

Dark Pattern 12 - FAKE REVIEW GENERATOR

Context:

Potential new customers have not yet directly experienced the
quality of a commercial offering. Existing customers publish reviews
sharing their positive or negative experience with a given product
or service provider.

Problem: How to influence the aggregate review scores?

Solution:
Perform a shilling attack [89] developing software which auto-
mates the following steps:

(1) Register a large number of user accounts in the review-based
recommender system.

(2) Generate (e.g., using a large language model [2]) generic but
credible, positive or negative review texts.

(3) Slowly and gradually post the reviews from different user
accounts using many different devices.

Consequences:

The number of fake reviews should be sufficient to significantly
move the aggregated review statistics in the desired direction (“push
or nuke” [92]): positive for the products whose reputation should
get a boost, negative for the ones of competitors.

Post reviews from different accounts to make it more difficult to
filter fake reviews once their author has been identified as untrust-
worthy [105]. Do not post all fake reviews at the same time, again
to make it more difficult to detect and filter them based on their
timestamp. For the same reason, use different devices connected to
different networks to make it more challenging to correlated the
fake reviews with the IP address of their source.

When it is not possible to automatically post a sufficiently large
number of fake reviews, bribe users into posting them and create a
marketplace for recruiting users willing to post reviews on someone
else’s behalf [37].
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Ethical Violation:

The wisdom of the crowds on which the recommendation system
relies assumes that review authors are honest [44]. Posting fake re-
views is a deceptive practice which may give an unfair competitive
advantage, erode trust, and damage reputations.

Casual users may be swayed by the aggregated review scores
and possibly make sub-optimal or harmful choices. Careful users
who inspect individual reviews may become suspicious of their
generated content and lose trust in the vandalized review-based
recommendation system.

Drawing the line:

Asking some of your friends to give a boost to your latest release
with their reviews is one thing. Bribing strangers to post reviews
intended to bring down the ratings of your competitors is another.

The fake review generator crosses the line thanks to its auto-
mated software carefully engineered to flood the system with mas-
sive amounts of fake reviews, which can tilt the balance either
way.

Known Uses:

New entrants often struggle due to a lack of reviews. They can
apply this pattern to purchase fake positive reviews to break the
ice and manufacture a good reputation for themselves [36].

Both major mobile app stores are affected by fake reviews [62].

The U.S. Federal Trade Commission announced a proposed rule
banning fake reviews and testimonials on June 30, 2023 [28].

Dark Pattern 13 - SEARCH RANKING KICKBACKER

Context:

Search engine ranking algorithms are difficult for publishers to
reverse engineer in order to predict how high a given content item
(e.g., a product, store location, Web service API) will be placed in
the ranking [54]. Also, it takes too much effort to keep up and react
to frequent changes in how search engines rank results [16, 61].

Users trust the integrity of search engines: the most relevant and
most timely results will be returned for a given query. Most users
only follow the top recommendations of search engines, few scroll
down looking for more results, and even fewer continue reading
further results placed on the next pages [9].

Problem: How to ensure arbitrary content is ranked in the top search
engine results?

Solution:
Users should still believe they see results organically ranked on
relevance, while publishers get to control the actual ranking.
More in detail:

(1) Let publishers obtain a favorable ranking by paying a fee to
the search engine.

(2) Display all search results uniformly regardless of whether
their rank was organic or paid for.

Consequences:
Search engines get to levy a tax on publishers not only for pro-
moting their content but for simply including it in the search results.
Giving priority to the payment of a kickback over the actual
content relevance may boost irrelevant results to the top.
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Search results cannot be anymore sorted correctly according to
different criteria (e.g., relevance, freshness, price) since the same
promoted results are stuck on top of the list.

Ethical Violation:

The integrity of the search engine is compromised. Users are
deceived since they have no way to distinguish relevant results
from the sponsored ones. Publishers of relevant content who cannot
afford to pay to play become irrelevant.

Drawing the line:

Everything is fine as long as organic results can be somehow
clearly distinguished from sponsored ones. There should be no
doubt whatsoever for users about why a certain result has been
placed on top. And if anyway users have a tendency to click on
the first result, it’s because they find it relevant for them, or maybe
they are just feeling lucky.

Publisher named X - who already needs to worry about CYBER-
SQUATTERS taking ownership of similar names X’ - should not have
also to outbid competitors with a completely different brand name
Y who often can afford to pay more to be listed as the top result
for searches about X.

The search ranking kickbacker crosses the line because it betrays
both its users by listing sponsored results disguised as organic ones
and its publishers as it is willing to sell their correct, high-ranking
placement to the highest bidder.

Known Uses:

Many freely accessible search engines prioritize revenue over
relevance to rank their results [57].

Popular e-commerce sites let manufacturers enter bids for highly
placed results as they run auctions for every user search [78].

6 Unethical Artificial Intelligence Practices

Artificial intelligence has recently made a big impact in software
engineering [58, 73], raising questions about the continued need for
programmers in the future [1, 98], the rapid propagation of technical
debt through generated code [3], the viability of the past education
methods on the next generation of software developers [76], as
well as the usual lack of explainability, the presence of bias, and
potential for misuse.

The dark patterns in this category cover three unethical Al prac-
tices: the unauthorized collection of vast amounts of training data
(TRAINING DATA HARVESTER), the precarious attempts to replace
humans (Bot PRETENDER), and the release into the wild of novel
kinds of harmful software applications (DECEPTIVE DEEPFAKER).

Dark Pattern 14 - TRAINING DATA HARVESTER

Context:

Statistical machine learning methods rely on large amounts of
data for training purposes. Access to high quality curated data
sources is expensive. The World Wide Web is a freely available
source of massive amounts of textual and multimedia content in
many different natural languages. While the Web is easy to crawl,
in many cases, its content is not in the public domain. With the
exception of fair use, copyright law [82] protects the rights to
reproduce, prepare derivative works, distribute copies, digitally
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transmit, give a public performance or display of the copyrighted
work.

Problem: How to amass a sufficiently large quantity of training data
suitable for a variety of applications?

Solution:

Crawl the Web and feed its entire content — without checking
the terms and conditions of each source, nor obtaining the proper
authorization, and ignoring the robots.txt convention - to the
machine learning algorithm.

Proceed to fine-tune the foundational (or pre-trained) model for
specific tasks.

Before releasing the fine-tuned model perform extensive testing
and add safeguards for quality control.

When the Web runs out of public pages to crawl, additional data
can always be found in private repositories, internal databases or
personal file systems [69].

Consequences:

The machine learning model can be trained with more and more
datasets, without having to afford to pay the price for humankind’s
effort to create those datasets.

Copyright law is being tested on whether a model trained on vast
amounts of copyrighted material can be considered as an infringing
derivative work or a fair use exemption should be granted [104].

Some of the output generated by models is published back on the
Web itself. The next generation of models will be trained based on
data polluted by the output of previous model versions, eventually
leading to model collapse [90].

Ethical Violation:

Given the complex and indirect relationship between the model,
its output and the original content used for training, the authors
of the training data are usually not compensated, nor cited, nor
acknowleged [75, 101].

The cost of retroactively adding safeguards seems to be smaller
than the cost of curating the vast amounts of training data upfront.
The significant effort invested in authoring the original training
material is disregarded.

Drawing the line:

The world wide web was invented as a common publishing
medium for sharing humanity’s knowledge. After a phase in which
the web became programmable and provided the platform for build-
ing the universal client, the latest evolution of the web is now to
act as the largest source of training data. While the HTTP status
code 402 payment required is still reserved but not yet defined,
nor implemented by any Web browser, there are many valuable
knowledge and news sources protected by paywalls.

The training data harverster crosses the line as it willfully ig-
nores the original purpose for which the data was published and
disregards existing conventions which limit automated crawlers.

Known Uses:

Most major large language models have been trained out of large
amounts of copyrighted works, resulting in ongoing lawsuits.

As recently mentioned by a former CEO of a major Al technology
player: “if nobody uses your product, it doesn’t matter that you
stole all the content” [38].
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Dark Pattern 15 - BOT PRETENDER

Context:

Artificially intelligent bots are being introduced in more and
more challenging applications. Machine learning models can es-
timate the confidence of their inferences. There exist a crowd of
reliable, and possibly remote human workers.

Problem: How to transparently deal with limitations or failures of
artificial intelligence bots and avoid accountability?

Solution:

Send the user command prompt to the bot.

If the bot fails to parse it or generates a low confidence reply,
send the user command prompt to the human worker [50].

Display the response to the user without mentioning that it was
(or may have been) produced by a human worker.

Human workers can be dynamically hired from crowdsourcing
platforms, further distancing them from the user they are interact-
ing with, while pretending to be a bot.

Consequences:

Since the same communication channel is used when interacting
with the bot and the human, users cannot tell them apart and will
credit the bot for the intelligent responses originated from the
human.

Still, users may perceive an unexpected delay or a variation in
the usual response time in case the human takes over. This can be
masked by randomly slowing down the bot or applying this pattern
to non-interactive long-running tasks, which are performed after
the chat session is completed.

Human crowd-workers receive only the difficult cases, the ones
which could not be handled by bots.

Ethical Violation:

Bots lack agency and responsibility. Humans instead should be
held accountable for their words or actions. A human masquerading
as a bot may do so to attempt to avoid accountability.

From the users perspective, there is a fundamental lack of trans-
parency, leading to deception. Also, user expectations when deal-
ing with bots are set differently than when interacting with hu-
mans [40].

Drawing the line:

How often does the human need to take over? Will it work at all
without a human hidden inside the bot? Will humans need to be
kept in the loop, but only “just in case”?

Given the impedance mismatch between artificial intelligence
and human intelligence, can humans actually act as effective and
reliable supervisors of bots [32]? Will humans be always capable
to accurately catch and properly override every mistake? Or by
staying in the loop humans bring back the bias that was supposed
to have been removed from algorithmic decision making?

Known Uses:

The original mechanical turk chess playing robot; the metaphor
also fits well the digital version delivering access to humans-as-a-
service [42].

A fleet of "self-driving® driverless robotaxis was remotely sup-
ported by 1.5 operators/vehicle [64].
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Dark Pattern 16 - DECEPTIVE DEEPFAKER

Context:
It has become possible to realistically synthesize or replace hu-
man traits (e.g., faces, voices) on digital media (pictures or videos).

Problem: How to deceive viewers with misinformation which appears
to be authentic?

Solution:

Obtain a sufficiently long sound bite or a picture of the target to
be impersonated without their permission.

Record a video portraying the action that should be performed,
or write a text with the speech that should be said.

Use a deep learning tool to apply the human traits of the people to
be impersonated to the video or perform a text to speech translation
using a synthetic voice mimicking the one of the target.

Release the deepfake media without stating that the content has
been artificially generated.

Consequences:

As deepfakes get more and more difficult to detect, digital media
can no longer be fully trusted to offer a faithful depiction of factual
reality [33].

Complex watermarking and provenance mechanisms need to be
developed to ensure the authenticity of digital media [99]. Building
more technology to address technology’s shortcomings starts an
arms race with no winners.

Ethical Violation:

“Protection against the manipulation of hyper-realistic digital
representations of our image and voice should be considered a
fundamental moral right in the age of deepfakes” [17].

Drawing the line:

While deepfake video production is not a software engineering
practice in itself, the software applications to produce deepfake
videos have been designed, developed, tested, and released to pro-
duction following common software engineering practices, which
in this case have been directed towards the production of deeply
unethical software.

Known Uses:
Blackmail, intimidation, revenge porn, political messaging [7].

7 Conclusion

The dark patterns collected in this paper are used by unethical
software engineers to develop specific software applications which
intentionally satisfy harmful requirements, such as privacy viola-
tion, financial loss, depletion of limited resources (including waste
of time), impersonation, fraud, erosion of trust, reputation damage,
copyright infringement, worker exploitation and political manipu-
lation.

Without software (and deep learning algorithms) there would
be no deceptive deepfake videos. It would be impossible to harvest
data at a scale sufficient to train foundational machine learning
models with it. It would be too expensive to run millisecond-long
auctions to gather bids for gaining higher search result ranks, or
generate the amounts of fake reviews necessary for successful
shilling attacks. Software is meant to be so flexible and easy to
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change, inducing into the temptation to gradually alter it further
and further away from protecting the interests of its users: Software
written to intentionally degrade the performance of an old but still
functioning device as soon as a new version of a device is released
for sale; Software which stops playing digital media “bought” before
a certain date; Software which intentionally frustrates gamers into
becoming gambling addicts; Software which detects the presence
of software which detects the presence of software which detects
the presence of software to block malicious ads; Software which
spies on its users on behalf of their employer, of some government
or major multi-national corporation.

While this paper focuses on the ethical implications of the pat-
terns, it would also be possible to discuss their consequences from a
legal perspective. Given that privacy regulations and Al legislation
are a fast moving field, it could very well be that at some point, the
dark patterns we identified will be deemed illegal.
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